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Foreword 


The  world  is  changing  dramatically  and  rapidly  because  of  the  information  revolution 
and  influence  of  the  Internet  on  all  aspects  of  life.  Because  of  these  changes,  the  Army 
has  chosen  to  change  as  well,  and  has  committed  itself  to  the  Interim  Brigade  Combat 
Team  (IBCT)  and  Objective  Force.  The  Army  calls  its  progress  toward  change  and 
adaptation  to  an  increasingly  complex  future  the  Transformation  process.  This  process  is 
extraordinarily  complex.  All  aspects  of  complexity,  however,  pale  in  comparison  to  the 
immensity  of  the  C4ISR  (command,  control,  communications,  computers,  intelligence, 
surveillance  and  reconnaissance)  system’s  challenges  in  providing  the  essential  system 
and  intellectual  capabilities  to  enable  the  Army  to  seek  and  find  information  superiority. 
Without  information  superiority,  neither  the  Army’s  vision  of  the  future,  nor  the  joint 
vision  of  the  future  as  depicted  in  Joint  Vision  2020,  will  be  possible.  Thus,  in  the 
judgment  of  the  author,  the  Army  must  think  seriously  about  the  meaning  of  information 
superiority  and  determine  if  its  C4ISR  system  can  satisfy  conditions  leading  to  the  effects 
characterized  by  the  words  “information  superiority.” 

This  paper  provides  a  thoughtful  view  of  the  environmental  context  in  which  the 
Army  will  operate.  The  context  depicts  an  adapting,  changing  and  coevolving  threat 
using  asymmetric  strategies  and  nefarious  digital  tools  of  the  information  age  in  large 
urban  areas  to  offset  technological  advantages  held  by  the  U.S.  Army.  Urban  operations 
have  historically  been  difficult  for  any  army  and  therefore  have  been  avoided  to  the 
greatest  extent  practicable.  Now,  the  author  postulates,  foes  using  asymmetric  strategies 
will  purposefully  seek  to  engage  the  U.S.  Army  in  urban  areas  to  reduce  a  strong  nation’s 
firepower,  maneuver,  communications  and  collection,  thereby  rendering  the  notion  of 
information  superiority  problematic.  Moreover,  it  makes  sense  for  any  foe  using 
asymmetric  strategies  to  seek  engagement  with  the  U.S.  Army  in  urban  areas  to  capitalize 
on  societal  and  international  constraints  that  a  digital,  interconnected  world  brings  to  any 
conceivable  competitive  situation  in  which  the  Army  will  find  itself. 

The  paper  provides  a  multitude  of  observations  and  recommendations  for  improving 
C4ISR  in  urban  areas.  It  also  asks  senior  Army  leaders  to  think  through  the  distinct 
possibilities  that  themes  interwoven  throughout  the  paper  will  come  into  being.  Since  the 
environmental  context  described  is  so  different  from  what  the  Army  is  preparing  for,  it 
would  be  advantageous  for  senior  Army  leaders  to  consider  the  ideas  in  the  paper  very 
carefully  and  nurture  them  into  maturity,  as  appropriate. 


GORDON  R.  SULLIVAN 
General,  U.S.  Army  Retired 
President 


October  2000 
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The  Janus  Paradox: 

The  Army’s  Preparation  for  Conflicts  of  the  21st  Century 


Janus ,  the  ancient  Roman  god  of  doorways,  has  two  faces — one  looking 
back  and  one  looking  forward \  The  paradox:  human  beings  become  so 
mesmerized  with  thinking  about  the  past — what  was — that  when  they 
think  about  the  future — what  could  be — it  is  past  experience  they 
consider,  not  future  possibilities. 


Introduction 

This  paper  poses  a  serious  question  about  the  Army’s  future.  Has  the  Army 
sufficiently  thought  through  the  environments  the  newly  devised  Interim  Brigade  Combat 
Team  (IBCT)  and  its  more  futuristic  Objective  Force  will  face  in  the  future?  The 
conclusion:  The  Army’s  thinkers  have  done  a  great  job  in  thinking  through  traditional 
combat — after  all,  open,  force-on- force,  symmetrical  combat  is  precisely  what  the  Army 
has  done  magnificently  over  the  years.  But  the  Army  hasn’t  given  sufficient  thought  to 
possible  environmental  variables  it  will  cope  with  during  future  operations.  If  the  Army 
doesn’t  reorient  its  current  thinking,  it  could  face  serious  shortfalls  in  doctrine,  training, 
logistics,  materiel,  organizations  and  soldier  systems. 

Specifically,  the  Army’s  thinking  must  expand  to  include  nontraditional 
environmental  variables  that  could  influence  its  operations.  The  IBCT  and  Objective 
Force  won’t  habitually  face  conventional  forces  in  open  areas  fighting  as  armies  have 
fought  for  hundreds  of  years.  No,  the  Information  Revolution  has  brought  upon  the  Army 
(and  all  services)  the  specter  of  asymmetric  warfare — a  strategy  in  which  a  weak 
opponent  successfully  engages  a  stronger  opponent  by  using  a  variety  of  offsets  for 
gaining  advantage  in  hopes  of  achieving  objectives  and  goals.  Asymmetric  approaches 
involve  information  operations  (10),  weapons  of  mass  destruction,  and  indirect  attacks 
against  soldiers,  knowledge  workers  and  their  families. 

Asymmetric  warfare  is  a  perfect  strategy  for  operating  in  the  21st  century.  That  is, 
asymmetric  operations  are  nonlinear  and  cellular  in  an  organizational  sense.  Asymmetric 
foes  will  seek  and  strike  weaknesses,  attack  in  areas  in  which  they  are  strong,  count  on 
intelligence  and  deception,  and  work  the  fine  lines  of  psychological  operations 
(PSYOPS)  and  deception  en  route  and  in  the  objective  area,  as  well  as  in  the  continental 
United  States,  including  soldiers’  home  bases. 

This  paper  is  in  three  parts.  First,  it  provides  some  broad  concepts  to  support  its 
position  on  what  the  Army  will  face  in  future  conflicts.  Included  in  this  part  is  the 
premise  that  the  Army’s  opponents  of  the  future  will  successfully  compete  with  the 
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United  States  military  regardless  of  their  conventional  military  prowess.  It  also  makes  an 
argument  that  the  Army  must  prepare  for  kinetic,  force-on-force  conflict,  along  with 
facing  foes  who  use  asymmetric  strategies  and  engage  in  a  combination  of  kinetic  combat 
and  invisible,  digital  struggles.  Second,  the  paper  provides  some  concrete  observations 
about  conceptual  work  the  Army’s  planners  have  done  with  the  Interim  Brigade  Combat 
Team.  Third,  the  paper  provides  some  specific  C4ISR  (command,  control,  communications, 
computers,  intelligence,  surveillance  and  reconnaissance)  recommendations  for  the 
Army’s  leaders  to  consider,  as  they  move  the  organization  into  a  future  whose 
complexities  are  difficult  to  grapple  with  and  perceive. 

Rationale 

The  future  Army  must  prepare  to  operate  in  multiple,  complex  and  widely  ranging 
environments  against  industrial-age  foes  as  well  as  asymmetric  opponents  who  use  a 
combination  of  kinetic  and  invisible,  digital  methods  to  compete.  While  the  IBCT  and 
Objective  Force  concepts  deal  very  well  with  force-on-force  encounters,  they  don’t  fare 
as  well  when  dealing  with  the  invisible,  highly  related,  intangible  struggles  of  asymmetric 
competition.  Regardless  of  how  the  Army  longs  for  the  days  when  brute  force — tank  on 
tank,  ship  on  ship,  and  plane  on  plane — was  the  clarion  call,  it  must  adjust  its  institutional 
thinking.  Quite  simply,  the  Army  has  to  accommodate  the  ascendancy  of  invisible  struggles 
to  a  coequal  and  eventually  predominant  position  in  the  way  it  competes  with  others. 

The  IBCT  and  the  Objective  Force  are  great  ideas.  Actually,  the  shift  to  a  lighter, 
more  flexible  organization  and  mind-set  could  and  should  have  occurred  years  ago.  Army 
planners  took  on  some  very  difficult  subjects  and  performed  admirably. 

This  paper  has  two  purposes.  First,  it  provides  an  alternative,  or  perhaps  an 
addendum,  to  conventional  thinking,  thereby  suggesting  a  need  for  more  thought  and 
debate  on  the  subject  of  the  environmental  context  the  future  Army  will  face.  Second,  the 
paper  provides  a  way  of  viewing  the  future  and  preparing  the  Army  writ  large  for  the 
distinct  possibility  of  a  new  type  of  competition. 

This  is  not  an  argument  for  the  Army  to  shift  too  radically  and  develop  a  singular 
approach  to  the  future  by  locking  its  thinking  on  a  conflict  devoid  of  violence.  That  there 
will  be  death  and  dying  in  national  security  competition  in  the  future  is  a  given — it’s  the 
nature  of  the  business.  The  Army  of  the  future  must  have  the  capability  to  deal  with  both 
environments  described  herein — the  kinetic  force-on-force  struggle  and  the  invisible 
asymmetric  struggle. 

With  that  said,  though,  kinetic  conflict  in  which  the  predominant  leitmotif  is  to  kill 
people,  break  things  and  overpower  people  will  become  more  infrequent  and  less 
important  with  the  passage  of  time.  Why?  Quite  simply,  the  rationale  goes  like  this.  It’s 
obviously  stupid  to  take  on  U.S.  military  forces — armies  are  too  expensive  to  develop 
and  throw  away  in  a  force-on-force,  gun-on-gun  and  traditional  way  of  competing. 
Nobody  has  the  capability  to  enter  this  realm  and  have  any  hope  of  winning.  Yet  people, 
organizations  and  groups  still  hate  us,  covet  our  riches,  and  want  to  supplant  our  global 
leadership  role. 
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How  do  these  people  so  filled  with  hate  hope  to  compete?  If  they  attack  us  in  a 
conventional  force-on-force  competition,  they  will  lose.  If  they  leave  the  United  States 
alone,  our  foes  of  the  future  won’t  be  striking  at  the  entity  they  hate.  This  situation 
represents  a  conundrum  to  foes  of  the  future.  Arguably,  there  is  a  very  good  possibility 
our  foes  haven’t  learned  enough  and  developed  intellects  sufficient  to  develop  viable 
alternatives  to  kinetic,  violent,  force-on-force,  attritional  engagements.  But  it  is  highly 
likely  they  will  learn  to  use  asymmetric  strategies  against  the  United  States  military  in  the 
very  near  future . 

The  Situation 

The  Information  Revolution  has  brought  with  it  the  Revolution  in  Military  Affairs 
(RMA).  In  a  general  sense,  the  RMA  enables  our  armed  forces  to  leverage  information 
technology  as  a  significant  force  multiplier.  Because  of  advances  in  information 
technology  (IT),  U.S.  forces  have  the  potential  to  acquire  vast  amounts  of  usable 
information.  Along  with  the  acquisition  of  information  come  related  capabilities  such  as 
sophisticated  fusion,  visualization,  precision  weapons,  communications  anywhere  on  the 
earth,  collaboration  within  and  among  services,  and  enhanced  logistics. 

The  RMA  provides  the  potential  to  seek,  find  and  exploit  the  powerful  phenomenon 
of  synergy  where  the  whole  is  greater  than  the  sum  of  its  parts  (e.g.,  services  working 
together,  intelligence  collectors  working  together  complementing  strengths  and 
overcoming  shortfalls.)1  The  RMA  has  led  the  military  to  change  its  vision  and  doctrine. 
Joint  Vision  2020 ,  for  example,  extols  as  its  pillars  just-in-time  logistics ,  dominant 
maneuver ,  full  protection  and  precision  engagement .  The  vision  also  says  information 
superiority1  is  the  principal  enhancer  of  the  vision. 

The  military  in  general  and  the  Army  specifically  has  “burned  the  ships,”  so  to  speak, 
and  entered  the  digital  age  totally.  Unfortunately,  with  this  bold  leap  forward  comes  a 
multitude  of  opponent  strategies  homing  in  on  vulnerabilities  the  Army  didn’t  have  to 
deal  with  before.  The  Army  built  its  entire  power  structure,  logistics,  training  (particularly 
modeling  and  simulation),  materiel  development,  organizations,  doctrine  and  soldier 
systems  to  deal  with  an  industrial-age  foe — and  it  dealt  with  that  foe  very  well. 

Now,  with  the  RMA  and  ascendancy  of  asymmetric  foes  using  strategies  such  as 
information  operations,  the  Army  has  to  shift  the  way  it  does  things .  It  now  must  consider 
both  an  industrial ,  kinetic  warfare  approach  and  an  opponent  using  asymmetric 
strategies .  Doctrine  has  to  deal  with  both,  as  well  as  training,  logistics,  organizations, 
materiel  development  and  soldier  systems. 

The  Internet  is  the  greatest  learning  tool  for  people  everywhere  since  the  invention  of 
the  printing  press.  Generally,  the  learning  potential  of  the  Internet  is  a  great  step  toward 
progress  for  the  human  race.  Along  with  this  positive  aspect  of  potentially  enlightening 
the  earth’s  populace  comes  one  of  the  most  ominous  and  potentially  dangerous 
characteristics  of  the  Internet  age.  That  is,  our  opponents  of  the  future  will  use  the 
Internet  to  learn,  orchestrate  and  coordinate  at  the  speed  of  light.  Additionally,  our 
opponents  of  the  future  will  use  the  Internet  to  empower  small  groups  and  individuals 
around  the  world  to  the  point  that  time  and  distance  become  irrelevant.  They  will  engage 
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our  forces  in  invisible  struggles  to  affect  decisions,  and  find  and  strike  weaknesses,  no 
matter  where,  of  the  technologically  advantaged.  These  weaknesses  will  be  particularly 
difficult  to  recognize  because  they  are  also  strengths. 

The  Information  Revolution  has  also  brought  on  the  age  of  data  overload,  and  a  very 
different  type  of  competitive  struggle.  This  is  an  invisible  struggle  for  momentum  and 
initiative.  It  is  a  struggle  for  influence  and  control  of  the  will  of  opponents,  populace  in 
objective  areas,  coalition  forces  and  their  governments,  and  people  of  the  United  States. 
These  invisible  struggles  can  vault  to  the  forefront  of  decisionmakers’  attention  owing  to 
the  ubiquity  of  the  media  and  the  digital  tools  they  use  to  quickly  move  images  and 
explanations  to  the  television  sets  and  computers  of  the  populace  of  the  United  States. 

Additionally,  the  Information  Revolution  has  allowed  for  the  rise  of  the  truly  global 
earth  in  which  all-important  systems  are  becoming  increasingly  interrelated,  e.g.,  social, 
political,  transportation,  ecological,  economic  and  financial.  In  fact,  military  planners  are 
working  with  a  tapestry  of  interwoven  relationships.  Thus,  military  strategists  and 
planners  cannot  deal  with  the  military  system  without  dealing  with  its  relationships  with 
other  systems.  All  of  these  broad  elements  form  a  very  powerful  operating  environment 
the  Army  must  recognize,  analyze  and  synthesize,  and  ultimately  master. 

The  Competitive  World  of  the  21st  Century 

It  is  painfully  obvious  that  a  way  exists  for  opponents  to  compete  with  the  United 
States  militarily.  That  is,  our  opponents  of  the  future  will  first  read  our  doctrine  and  then 
engage  us  in  areas  we  say  will  be  our  pillars  and  combat  multipliers.  They  will  seek  ways 
to  manipulate  commanders’  trust  in  the  veracity  of  data,  information  and  knowledge. 
They  will  attempt  to  take  away  the  collaboration  that  leads  to  situational  understanding  (a 
key  component  of  information  superiority).  They  will  seek  to  disrupt  just-in-time 
logistics  by  attacking  knowledge  workers,  disrupting  the  time  phased  force  deployment 
(TPFD)  synchronization,  affecting  the  operations  of  lines  of  communications  (LOCs), 
aerial  ports  of  debarkation  (APODs)  and  seaports  of  debarkation  (SEAPODs).  Our  future 
asymmetric  opponent  will  attempt  to  affect  precision  fires  by  disrupting  or  manipulating 
data  streams  from  collectors,  jamming  up-  and  downlinks,  attacking  mission  ground 
stations,  and  conducting  sophisticated  denial  and  deception  operations.  They  will  also 
attack  and  manipulate  knowledge  workers  (such  as  system  administrators  and  software 
engineers)  who  run  and  maintain  key  computer,  collection  and  communications  systems 
in  mission  ground  stations.  They  will  use  incapacitating  agents  and  individual-delivered 
point  weapons  of  mass  destruction  to  affect  knowledge  workers  and  people  who  operate 
ports.  They  will  attempt  to  manipulate  the  will  of  the  people  of  the  United  States  by 
creating  large  numbers  of  U.S.  casualties,  both  civilian  and  military.  They  will  drag  out  in 
time  any  competition  in  hopes  that  the  immediacy  phenomenon,  so  dominant  in  the 
United  States,  will  influence  public  will  and  national  policy. 

When  we  write  about  asymmetric  threats,  in  most  cases  our  efforts  fail  to  describe  the 
phenomenon  sufficient  to  provide  knowledge  and  understanding.  We  have  a  difficult  time 
thinking  as  asymmetric  opponents  think  because  we  have  been  the  strongest  country  in 
the  world  for  such  an  extended  period  of  time  that  we  have  trouble  conceiving  viable 
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competition.  Failure  to  think  through  these  issues  realistically  causes  us  to  grow 
intellectually  “flabby.” 

Asymmetric  opponents  will  be  learning,  adaptive  and  coevolving.  They  will  learn  from 
their  own  mistakes,  the  mistakes  of  others,  and  the  mistakes  of  the  U.S.  Army.  They  will 
learn  from  the  Internet,  access  commercial  imagery,  collaborate,  use  commercial  encryption, 
and  follow  news  and  world  events.  They  will  access  databases  and  virtual  universities. 
They  will  retrieve  and  use  the  hacker  software  that  is  so  plentiful  on  the  Internet. 

Asymmetric  foes  in  the  context  of  these  comments  are  weaker  than  the  United  States 
and  seek  off-sets  against  our  military  and  technical  prowess  by  using  indirect  approaches, 
attacking  or  manipulating  our  vulnerabilities,  and  often  making  use  of  low-tech  strategies, 
techniques  and  procedures  to  obtain  temporary  advantages.  Asymmetric  opponents  will 
search  for  our  vulnerabilities  much  like  hackers  reconnoitered  and  found  vulnerabilities 
in  e-commerce  computers  and  websites  during  the  denial-of-service  attacks  that  occurred 
in  February  2000.  Foes  who  use  an  asymmetric  strategy  could  be  terrorists,  Chechen-type 
military  forces,  information  warriors,  drug  gangs  or  criminal  groups,  to  name  a  few. 

Asymmetric  foes  could  very  well  possess  goals  (and  subordinate  objectives)  alien  to 
what  we  classify  as  military  goals  and  objectives.  They  could,  for  example,  have  limited 
objectives.  They  could  have  small  objectives  that  relate  to  large  objectives,  with  plans  for 
enacting  larger  goals  over  several  years.  They  could  mask  their  intentions  and  goals  with 
traditional  and  cyberdeception.  They  could  hate  to  the  point  that  they  become  suicidal  to 
accomplish  some  of  their  objectives.  Moreover,  their  objectives  in  a  city  could  simply  be 
to  continue  their  criminal  activity  unimpeded  or  to  delay  our  mission  accomplishment, 
making  our  military  look  inept. 

As  a  strategy,  our  asymmetric  foes  of  the  future  will  engage  and  “tar-baby”  the 
United  States  in  urban  areas .  They  will  attempt  to  negate  our  intelligence  collection,  use 
the  power  of  information  operations  stretching  around  the  earth,  take  advantage  of 
volatile  political  situations,  and  use  the  Internet  to  orchestrate  and  coordinate  their  actions 
across  time  and  distance.  They  will  attack  and  manipulate  interconnections  of  the  major 
systems  that  make  up  the  fabric  of  the  system  of  systems  that  bind  people  as  a  global 
earth.  Ironically,  they  will  use  strengths  of  the  United  States  (such  as  the  media,  openness 
and  proclivity  to  protect  our  bill  of  rights)  against  us. 

Environment 

Departure  from  the  past.  Historical  analogy  usually  provides  some  good  ways  of 
viewing  the  future.  We  go  back  to  the  past  and  search  past  situations  for  trends,  insights 
and  relationships.  We  then  think  through  implications  and  try  to  devise  what  the  future 
will  be.  Basically,  we  use  historical  analogy  to  get  our  intellects  in  focus  on  what  the 
future  will  be  like.  This  line  of  reasoning  has  served  us  well  in  the  past.  We  can  continue 
to  use  the  methodology  in  the  future  given  that  we  are  smart  enough  to  know  the 
methodology’s  inherent  dangers.  Thinking  through  this  process  helps  us  understand  the 
Janus  paradox. 

What  are  these  dangers?  First,  the  description  above  is  a  linear,  reductionist  way  of 
seeking  the  future  and  developing  implications.  Unchecked  linear  thinking  leads  to  very 
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narrow  points  of  view  particularly  when  we  acknowledge  that  we  live  in  a  nonlinear, 
holistic  world  comprised  of  relationships  and  nonhierarchical  activities.  Second,  we 
should  not  rely  totally  on  historical  analogy  and  projection  to  consider  the  future  owing  to 
stark  differences  of  the  new  age.  People  living  in  the  past  didn’t  have  the  Internet.  The 
Internet  is  revolutionizing  the  way  we  make  money,  spend  leisure  time,  socialize  and 
compete.  Third,  historical  analogy  tends  to  stifle  creative  thinking  and  leads  people  to 
conclude  that  what  was  and  what  is  become  more  important  than  what  could  be.  We  must 
be  very  careful  when  we  use  a  straight-line  historical  projection,  in  an  additive  way  that 
depends  entirely  on  what  happened  in  the  past  to  forecast  the  future.  Such  a  methodology 
is  dangerous  owing  to  the  potential  to  encourage  people  to  prepare  for  the  past  and  the 
“last  war”  instead  of  using  our  inherent  creativity  to  prepare  for  and  shape  the  future. 
Along  with  historical  analogy  the  Army  must  learn  to  use  vision  development  and 
enactment  to  “dream”  about  a  future  state  of  being  and  develop  plans  that  lead  along  a 
nonlinear  path  toward  enactment  of  the  vision.  In  essence  the  Army  must  shape  the  future 
from  the  seeds  of  the  environmental  context  it  sees  unfolding  into  an  ill-defined  future 
while  keeping  traditions  and  ethos  appropriate  for  operating  in  the  envisioned  future 
environmental  context. 

Environmental  demands  on  information.  The  Army  will  face  significant  information 
challenges  in  future  operations  with  the  IBCT  and  eventually  the  Objective  Force. 
Environmental  demands  seriously  affect  information  in  several  ways. 

•  First,  information  must  be  “ tailor abler  Information  appropriate  for  one  place  in  the 
world  against  a  particular  set  of  circumstances  will  be  inappropriate  for  another  mission 
to  another  place  with  another  set  of  circumstances.  That  is,  each  situation  will  require 
different  information  in  terms  of  timeliness ,  specificity ,  accuracy  and  relevancy . 

•  Second,  environments  the  Army  will  face  in  the  future  demand  adaptable  information . 
For  example,  in  some  situations,  soldiers  will  be  conducting  humanitarian  relief 
operations  in  large  urban  areas.  Such  activity  will  dominate  their  days;  these  operations 
will  demand  distinct  information  requirements.  Then,  while  in  the  midst  of  benign 
humanitarian  relief  operations,  soldiers  in  small  units  will  bump  or  careen  into  episodic 
violence  in  which  they  will  face  high-tech,  well-armed  opponents  who  could  be  drug 
dealers,  terrorists  or  criminal  gangs.  This  episodic  violence  will  be  sporadic  and  will 
defy  prediction  owing  to  the  randomness  of  a  chaotic  environment.  This  problem  set 
demands  information  different  from  that  of  the  humanitarian  relief  problem  set. 

•  Third,  information  must  be  adjustable  to  how  individual  human  beings  think.  All 
people  are  different  and  think  differently.  It  follows  that  they  use  and  process 
information  differently.  Thus,  they  need  individually  adjusted  information  to  make 
quick,  good  decisions. 

•  Fourth,  to  find  true  value,  a  transformation  process  must  occur.  That  is,  in  a 
purposeful  way,  data  turns  into  information  and  information  turns  into  knowledge. 
Once  we  have  knowledge,  we  can  seek  wisdom.  To  find  knowledge,  human  beings 
must  collaborate  and  understand,  not  just  be  aware. 
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•  Fifth,  people  have  to  share  information  among  their  own  communities  of  interest, 
with  coalition  partners  and  with  media  supporting  the  operation.  Information  and 
knowledge  must  be  relevant  to  the  issue  at  hand.  That  is,  a  squad  leader  leading  his 
troopers  in  a  humanitarian  patrol  in  a  large  city  will  require  very  specific,  mission- 
dependent,  instantaneous  information.  His  sphere  will  be  small  and  focused.  His 
company  commander,  on  the  other  hand,  will  need  information  in  a  much  broader 
context.  He  will  need  to  know  what  is  going  on  all  around  the  squad  leader  to  provide 
the  benefit  of  a  “God’s-eye”  view  of  the  battlespace.  This  line  of  reasoning  goes  on 
through  a  chain  of  command  and  represents  one  of  the  greatest  challenges  to 
information  technologists. 

•  Sixth,  owing  to  the  importance  of  decisionmaking  and  a  deployed  force’s 
vulnerability  in  the  objective  area,  en  route  to  the  objective,  and  in  the  continental 
United  States  to  intrusion,  cyberdeception,  hacking  and  cracking,  information  must  be 
secure  and  must  come  from  trusted  sources. 

•  Seventh,  new  types  of  information  and  knowledge  will  have  to  ascend  in  manipulable 
databases.  For  example,  along  with  traditional  electronic  order  of  battle  (EOB)  and 
order  of  battle  (OB),  analysts,  staff  officers  and  commanders  will  need  resources  such 
as  “hacker  order  of  battle”  (HOB) — asymmetric  preparation  of  the  battlespace  (APB) 
that  includes  the  tapestry  of  architectures  making  up  the  means  to  seek  and  gain 
information  superiority  for  both  sides.  They  will  also  need  adaptive  war-gaming  in  a 
virtual  environment  in  which  the  opponent  is  represented  by  an  avatar  programmed  to 
think  like  the  leadership  and  perhaps  even  the  people  in  the  objective  area.  What  the 
Army  must  seek  is  a  way  to  avoid  the  intellectual  trap  of  mirror  imaging  in  which  we 
superimpose  our  minds  and  our  beliefs  and  our  backgrounds  into  the  mind  of  a  foe 
when  the  foe’s  thoughts  are  antithetical  to  ours.  The  idea  of  the  adaptive  war-gaming 
will  be  for  the  software  to  get  smarter  and  become  more  formidable,  thereby  helping 
to  identify  variables  against  which  friendly  leadership  manipulate  and  task 
intelligence  collectors  to  see  if  manipulation  is  or  isn’t  working. 

Constraints 

In  any  military  situation  in  the  future,  there  will  be  an  amazing  labyrinth  of 
constraints  surging  forth  as  rules  of  engagement  (ROE).  Other  constraints  will  remain 
unspoken  but  involve  tacit  knowledge  embedded  in  the  intellects  of  commanders  and 
their  subordinates.  Regardless,  constraints  will  be  significant  inhibitors  of  force. 
Moreover,  a  wily  foe  will  attempt  to  manipulate  the  binding  effect  of  rules  of  engagement 
to  their  advantage.  Constraints  won’t  lessen— they  will  increase  with  the  volatility  of 
political  situations  and  the  vagueness  of  missions  that  the  Army  of  the  future  will  face. 
There  will  be  the  usual  military  constraints  represented  by  numbers,  time,  distance  and 
the  laws  of  physics.  Also,  there  will  be  social,  political,  economic  and  ecological 
constraints  making  any  operation  very  complex.  As  roles  and  missions  blur  among 
departments,  organizations  and  agencies,  constitutional  guidance,  legal  mandates  and 
laws  will  become  constraints. 

As  a  related  thought,  in  any  situation  in  which  we  find  ourselves,  the  operational 
environment  represents  a  tapestry.  The  symbols,  messages  and  pictures  represented  on 
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the  tapestry  are  interconnected.  Any  tug  on  one  thread  of  the  tapestry  results  in  the  rest  of 
the  threads  moving  and  changing,  too.  This  analogy  works  for  the  military  as  well.  That 
is,  in  any  conceivable  situation,  a  complex  tapestry  representing  reality  will  dominate 
Army  operations.  Social,  political,  military,  ecological  and  economic  relationships  will  be 
so  interwoven  that  activity  in  one  sphere  will  cause  activities  in  other  spheres.  This 
interrelatedness  is  important.  Why?  Quite  simply,  for  years  soldiers  have  prided 
themselves  on  focusing  on  the  military  aspects  of  operations.  Now,  though,  they  must 
concentrate  on  the  tapestry  and  realize  activity  in  one  sphere  relates  to  other  spheres. 

The  tapestry  is  an  abstract  representation  of  constraints  and  their  relationships  with 
military  matters.  If  the  Army  is  shortsighted  in  this  aspect  of  future  operations,  it  could 
conceivably  lose  in  a  military  competition  because  what  it  did  in  the  military  thread 
affected  other  threads  of  the  tapestry  extensively.  The  tapestry  notion  has  immense 
implications  for  the  Army’s  training  and  education  system  and  is  one  among  many 
arguments  for  dramatically  changing  officers’  and  noncommissioned  officers’  (NCOs’) 
thinking  capabilities. 

Casualties.  As  another  constraint,  our  people  and  government  are  loath  to  accept  high 
casualties.  There  is  ample  evidence  of  this  proclivity.  It  has  been  the  American  way  of 
war  since  the  birth  of  our  country  to  reduce  casualties  by  using  technology  to  help  us  win 
in  combat — life  is  too  precious  to  be  squandered.  We  have  ample  evidence  from  the  Gulf 
War,  Somalia,  Bosnia  and  Kosovo  to  cause  us  to  know,  without  question,  that  America 
wants  very  few  casualties.  This  desire  is  compounded  by  our  belief  in  technology  and  the 
distinct  possibility  that  it  will  enable  us  to  wage  and  win  “clean”  wars  with  very  little 
violence  for  our  troops.  Unfortunately,  we’re  going  to  be  faced  by  intelligent,  adaptive, 
learning  foes  who  will  understand  our  aversion  to  casualties;  they  will  attempt  to  create 
those  casualties  in  hopes  of  influencing  public  opinion.  More  of  this  phenomenon  will  be 
addressed  later  in  the  paper  when  the  subject  of  urban  operations  comes  to  the  forefront. 

Collateral  damage.  As  yet  another  constraint,  in  any  conceivable  environment  that  our 
Army  of  the  future  will  operate,  soldiers  and  leaders  will  be  constrained  by  the  absolute 
need  to  minimize  collateral  damage.  After  all,  we  have  come  a  long  way  from  the  “destroy 
the  village  to  save  the  people”  syndrome  that  was  stereotypically  the  Army  in  Vietnam. 
Our  soldiers  can’t  indiscriminately  use  military  force  to  accomplish  objectives — force  has 
to  be  tied  to  potential  outcomes,  second-  and  third-order  effects,  intensity,  public  will,  nature 
of  mission,  nature  of  the  environment  and  so  forth.  The  use  of  force  has  to  be  reasoned 
and  minimized  owing  to  the  second-  and  third-order  effects  (most  of  which  cannot  be 
determined  but  could  have  far-reaching,  cascading  effects  detrimental  to  any  mission) 
that  come  from  conflict  in  a  chaos-dominated  field  of  competition.  Moreover,  as  previously 
mentioned,  the  military  thread  connects  with  social,  economic,  ecological  and  political 
threads.  So  heavy  collateral  damage  that  helps  accomplish  military  objectives  will  invariably 
cause  repercussions  in  other  spheres.  This  problem  is  compounded  by  the  formidable  and 
serious  role  played  by  the  media  and  their  instantaneous,  global  communications  systems. 
The  media  can  and  will  cross  domain  boundaries  very  quickly,  and  what  have  heretofore 
been  military  issues  can  very  quickly  become  political,  social,  economic  issues. 

Political  volatility.  In  every  conceivable  situation,  the  potential  for  political  volatility 
will  constrain  military  operations.  Several  reasons  exist  to  explain  this  phenomenon. 
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First,  the  information  revolution  has  enabled  very  senior  leaders  to  know  instantaneously 
what  is  occurring  in  the  military  objective  area.  Moreover,  that  same  technology  enables 
our  senior  leaders  to  know  how  other  countries  are  reacting  to  actions  in  an  objective 
area.  Second,  second-  and  third-order  effects  in  nonlinear,  chaos-ridden  operations  will 
quickly  affect  nonmilitary  spheres  of  influence.  The  media  will  help  to  cause  this 
spreading  and  affecting  of  other  spheres  much  as  a  virus  spreads  on  the  Internet.  Often, 
the  social  sphere  will  have  immense  second-  and  third-order  effects  owing  to  the 
humanness  of  our  country  (that  is,  at  once  a  strength  and  a  weakness),  the  power  of 
images  and  symbols,  and  compassion  toward  those  who  suffer.  Third,  in  any  operation  in 
the  future,  the  Army  will  be  working  with  people  from  other  countries  in  a  coalition 
situation.  Sometimes,  these  people  will  have  very  different  points  of  view  and  reactions 
to  the  military  use  of  force.  Once  again,  the  constraint  grows  in  magnitude  owing  to  the 
presence  of  the  media  and  instantaneous,  global  communications  that  reach  people  no 
matter  where  they  are. 

Threads  of  continuity.  When  U.S.  forces  go  anywhere,  they  require  support.  The 
Army’s  stated  desire  to  travel  light  and  to  reduce  its  footprint  forward  doesn’t  obviate  the 
absolute  requirement  for  logistics,  intelligence  and  administrative  support.  This  support 
stretches  across  the  battlefield  operating  system  (BOS)  and  straddles  the  pipeline 
encompassing  time  and  distance  as  connecting  threads.  The  connecting  threads  stretch 
from  the  deploying  force  into  the  fountainhead  of  their  existence — the  United  States. 
Some  of  the  threads  are  fragile  (e.g.,  logistics).  The  location  of  the  operation  is  crucial  as 
well,  as  distance  can  affect  the  strength  of  the  threads.  Moreover,  once  again,  depending 
on  location  of  the  operation,  weight  and  volume  of  supply  flow  affect  the  threads.  The 
threads  are  highly  dependent  on  technology  for  their  continuity,  yet  technology  is  in 
many  cases  fragile,  indeed  vulnerable  to  asymmetric  manipulation.  To  be  strong,  the 
threads  must  connect  much  as  links  connect  in  a  cobweb.  If  a  link  breaks  in  a  cobweb,  the 
strength  of  the  overarching  cobweb  dissipates;  the  same  holds  true  in  the  threads  from  a 
force  in  the  objective  area  to  the  fountainhead. 

Why  is  this  addressed  as  a  constraint?  The  answer  is  straightforward:  The  competition 
will  see  these  threads  as  places  to  attack  and  will  do  so  with  sound  and  fury.  They  will 
attack  and  attempt  to  sever  or  weaken  these  threads  in  an  objective  area,  en  route  to  an 
objective  area,  and  in  the  continental  United  States.  They  will  use  various  combinations 
of  weapons  of  mass  destruction  (WMD),  information  operations  (10),  terrorism, 
extortion,  threats  against  both  soldier  and  knowledge-worker  families,  and  more 
traditional  asymmetric  attacks.  Thus,  we  have  to  anticipate  these  attacks,  war-game 
responses,  work  on  these  issues  in  training,  modeling  and  simulation,  and  debate  in  the 
halls  of  Leavenworth  and  Carlisle.  These  threads  will  be  addressed  later  in  the  paper  as 
they  relate  to  tenets  such  as  “just-in-time  logistics,”  “assured  communications,”  “common 
operating  picture,”  “precision  fires,”  “information  superiority”  and  “synchronization.” 

Infrastructure.  Most  places  in  which  military  operations  occur  will  have  weak 
infrastructures.  That  is,  there  will  be  minimum  communications  backbones,  limited  fiber¬ 
optic  cable,  limited  port  and  air  facilities,  poor  distribution  and  transportation  systems, 
and  limited  power  grids.  These  shortfalls  will  constrain  our  forces  and  cause  us  to  make 
serious  adjustments  in  concepts  of  operations  and  activities  in  the  objective  area. 
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Interestingly,  weak  infrastructure  flies  in  the  face  of  the  desire  to  reduce  the  footprint  of 
our  deployment.  While  ground  and  air  forces  desire  to  reduce  their  footprint  to  enable  a 
more  rapid  deployment,  footprint  creep  occurs  because  of  the  dearth  of  infrastructure. 

Suffice  it  to  say,  technology  will  do  much  to  help  overcome  this  constraint.  At  this 
point  in  the  paper,  we  have  to  conclude  that  reduction  in  footprint  is  good  and  we  must  do 
everything  we  can  to  facilitate  rapidly  deploying  forces  who  need  minimum  infrastructure 
related  support  in  the  objective  area.  A  wily  foe  will  want  us  weighted  down  by  a  ponderous 
infrastructure.  With  increased  infrastructure  comes  more  hierarchy  and  a  more  ponderous 
decisionmaking  processes.  A  hierarchy  and  ponderous  decisionmaking  apparatus  are 
antithetical  to  the  absolute  need  to  make  rapid  decisions  and  self-synchronize  in  a 
nonlinear,  amorphous,  chaotic  environment  populated  by  learning,  adaptive,  coevolving  foes. 

Cultures  and  thought  processes.  The  ways  people  think,  sense  and  perceive  are 
constraints  in  future  operations.  This  observation  holds  true  for  people  we  face  in 
competitive  endeavors  and  for  people  we  work  with  in  coalition  operations.  Army  leaders 
have  to  work  on  understanding  opponents’  thoughts  and  decisionmaking,  as  they  war- 
game  possible  courses  of  action  and  act,  react  and  counteract  cycles.  With  the  stated 
importance  of  multinational  and  coalition  operations,  it’s  just  as  important  to  war-game 
the  act,  react  and  counteract  cycles  of  coalition  partners  as  it  is  to  war-game  against  the 
actions  of  foes.  Of  course,  the  less  time  you  have  to  leam  about  the  opponent,  the  more 
difficult  it  is  to  gain  understanding  sufficient  for  influencing  decisions. 

Information  operations,  for  example,  deal  with  perception  influence.  To  work  on  the 
psyches  of  people  through  deception,  psychological  operations,  and  civil  affairs,  the 
Army  has  to  know  something  about  the  way  people  think  and  perceive.  Limitations  exist 
— a  lack  of  time  to  leam  about  the  opponent  and  to  design  complex,  intricate  information 
operations  against  a  thought  process  very  different  from  ours.  This  is  a  critical  constraint, 
and  it  is  a  hard  problem  to  solve.  Thus,  to  live  and  excel  with  the  rest  of  the  constraints,  it 
stands  to  reason  we  must  know  and  understand  how  our  opponent,  people  in  the  objective 
area,  and  coalition  partners  think  and  perceive.  Suffice  it  to  say,  a  virtual,  collaborative, 
cultural  and  linguistic  expert  support  environment  will  be  fundamental  to  any  Army 
operation  of  the  future.  Quite  simply,  the  IBCT  or  Objective  Force  will  have  to  determine 
the  perceptions  of  people  they  are  trying  to  help  and  those  with  interests  inimical  to  ours. 
It  will  be  difficult  to  find  such  expertise  in  a  no-notice  deployment. 

Regardless,  the  goal  should  be  to  provide  24-hour-per-day  support  to  deploying 
Army  forces  from  people  expert  in  the  language,  culture  and  decisionmaking  processes  of 
potential  opponents,  civilians  and  coalition  partners  in  a  virtual,  collaborative 
environment.  There  is  a  possible  solution  for  this  dilemma;  it  will  be  offered  later  in  the 
paper.  Suffice  it  to  say,  the  Army  needs  to  satisfy  this  requirement  by  developing  an 
information  operations  analytic  center  (IOAC)  in  which  its  best  and  brightest  analysts 
support  deploying  forces  in  the  realm  of  10. 

Chaos.  Any  operational  environment  of  the  future  will  be  populated  by  foes  operating  in 
a  chaotic  environment.  Perhaps  few  of  our  foes  will  read  and  understand  chaos  theory. 
But  one  doesn’t  need  to  read  the  theory  to  understand  how  to  compete  with  the  United 
States  asymmetrically.  People  have  been  doing  so  successfully  for  years,  the  latest  being 
the  Chinese  Communists  operating  under  the  doctrinal  influence  of  Mao  and  the  North 
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Vietnamese  operating  under  the  guidance  of  Giap  and  Ho  Chi  Min.  Flat  organizations  are 
decentralized  and  loosely  connected — they  normally  adapt  and  make  decisions  quickly 
because  they  aren’t  tethered  to  a  layered  chain  of  command  and  they  operate  within  the 
visages  of  a  broad  guidance/vision  their  leader  articulates  as  intent.  Moreover,  they 
engage  in  self-synchronization  based  on  environmental  perturbations,  and  they  can  self- 
heal,  grow  or  become  extinct  quickly.  They  adapt  to  their  foe’s  activities  and  coevolve. 

These  foes  operate  at  the  edge  of  chaos,  taking  advantage  of  the  things  chaos  brings 
(creativity,  adjustment,  adaptation,  coevolution,  disparate  relationships,  self-synchronization), 
while  maintaining  just  enough  order  to  be  classified  as  an  organized  force.  Along  with 
being  flat  and  cellular,  their  organizations  will  be  secretive  and  loosely  connected.  Their 
system  will  self-heal,  grow  or  self-eliminate.  They  operate  by  seeking  and  understanding 
patterns  and  relationships  in  what  they  and  their  opponents  do.  They  will  seek  to  strike  at 
the  opponent’s  relationships  owing  to  the  complexity  of  systems  lashed  together  and  the 
distinct  need  to  deny  the  absolute  state  of  synergy  that  can  come  with  knitting 
relationships  into  a  coherent  collage. 

Foes  operating  at  the  edge  of  chaos  will  coevolve  with  their  opponents.  That  is,  they 
will  learn,  adapt  and  change  based  on  what  their  opponent  is  doing  and  how 
environmental  influences  affect  their  goals  and  missions  and  those  of  their  foes.  If,  for 
example,  they  see  on  CNN  that  people  in  the  United  States  are  unhappy  with  something 
U.S.  troops  are  doing,  the  wise  asymmetric  foes  accentuate  that  point  as  a  weakness  and 
create  situations  among  their  very  loose  cells  or  suborganizations  to  nurture  conditions 
for  creating  effects  to  maximize  the  weakness.  Perception,  after  all,  is  the  key  to  the  door 
leading  to  will  and  morale  of  the  public. 

Initial  Summary 

Environmental  context  will  have  a  tremendous  influence  on  Army  operations.  This 
environment  will  be  very  complex,  and  many  constraints  will  be  highly  influential.  Our 
soldiers  will  be  operating  in  a  chaotic  environment.  They  cannot  be  hindered  by  a  lethargic, 
hierarchical,  unadaptive  organization  serving  as  the  chain  of  command.  Our  soldiers  will  face 
very  formidable,  asymmetric  foes.  These  foes  will  excel  in  chaos,  attack  our  vulnerabilities, 
and  avoid  confrontation  except  for  places  and  times  and  goals  of  their  choice.  Our  soldiers 
will  be  constrained  by  the  strong  societal  need  for  minimum  casualties  and  very  limited 
collateral  damage.  The  threads,  or  BOS  connections,  stretching  back  to  the  United  States  are 
vulnerable  to  traditional  and  asymmetric  attacks.  These  threads,  particularly  where  they 
connect  to  cells  comprising  the  cobweb  of  our  enterprises,  will  be  vulnerable  to  point, 
individually  delivered  weapons  of  mass  destruction  and  incapacitants.  Our  knowledge 
workers  will  be  vulnerable  to  attack,  manipulation  and  threats  from  extortion.  The  same  will 
hold  true  for  soldiers’  and  knowledge  workers’  families.  The  social,  political,  economic, 
military  and  ecological  spheres  or  domains  will  be  inextricably  woven  into  a  delicate  tapestry 
where  activity  in  one  sphere  will  have  a  marked  influence  on  activities  in  other  spheres.  Our 
opponents  will  recognize  the  tapestry  and  will  attack  the  points  where  key  threads  come 
together.  The  thoughts,  feelings  and  perceptions  of  people  comprising  a  coalition  or 
partnership  will  have  more  influence  than  ever. 
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The  environment  the  Army  faces  will  be  far  different  from  anything  it  has  dealt  with 
in  the  past.  The  military  mind  will  have  to  grow,  change  and  adapt  to  handle  the  nuance, 
abstraction,  relationships,  synthesis  and  synergy  dominating  all  activities  in  such 
environments.  Indeed,  the  Army  must  prepare  for  the  power  and  fury  of  environmental 
influences  our  soldiers  will  face  in  future  operations. 

The  IBCT  Concept 

Information  operations.  Information  operations  constitute  the  single  most  important 
struggle  spelling  victory  or  failure  in  any  future  operation.  The  IBCT  and  Objective  Force 
need  this  important  tool  for  the  offense  and  defense  alike.  Our  asymmetric  opponents  will 
seize  upon  10  as  a  great  tool  to  achieve  offset  against  our  technological  and  kinetic 
advantages. 

10  is  a  dominant  force  (or  soon  will  be)  for  two  reasons.  First,  we  depend  on 
information  for  everything  we  do.  Both  the  Army  and  the  joint  world  imply  as  much  in 
the  thoughts  and  writings  that  underpin  doctrine.  Second,  our  opponents  will  seize  upon 
our  dependence  on  information  technology  and  attack  that  state  of  being.  The  attacks  will 
come  directly  and  indirectly  to  achieve  momentary  advantages  in  tempo  and  initiative  at 
the  tactical,  operational  and  strategic  levels  of  competition.  Indeed,  information 
technology  is  a  great  strength.  Yet,  at  the  same  time,  it’s  a  vulnerability.  When  one 
depends  on  something,  a  window  of  vulnerability  presents  itself  unless  somebody  or 
something  closes  it.  Moreover,  10  is  the  key  variable  in  seeking,  achieving  and  retaining 
information  dominance  for  any  length  of  time.  We  should  know  the  truth  of  this 
assertion;  our  opponents  surely  do. 

Conflict  of  the  future  will  be  a  combination  of  kinetic-laden  violence  with  the  murky, 
invisible  struggle  of  digits.  Digital  and  kinetic  struggles  are  different  and  require  different 
thinking  skills,  planning  and  materiel.  Thus,  the  Army  must  recognize  10  as  a  force  to 
exploit  in  an  offensive  sense  and  as  a  force  to  defend  against  when  faced  with  the 
adaptive,  learning  organism  constituting  our  future  foes.  These  foes  will  attempt  to  affect 
a  multitude  of  glaring  IT  vulnerabilities  with  great  sound  and  fury. 

10  is  and  will  continue  to  be  a  theme  at  least  coequal  with  physical  maneuver  and  fire 
support.  After  all,  to  achieve  information  dominance,  commanders  will  have  to  maneuver 
digits  and  weight  the  main  effort  with  information  just  as  surely  as  they  have  thought 
through  fire  support  and  close  air  support  (CAS)  in  the  past.  10  should  become,  over 
time,  the  most  important  aspect  of  environmental  contexts,  particularly  in  the  difficult 
realm  of  urban  terrain. 

Urban  conflicts.  Foes  of  the  future  who  desire  to  compete  with  the  United  States 
militarily  will  establish  conditions  for  causing  U.S.  forces  to  engage  in  urban  operations. 
Why?  Urban  terrain  presents  the  only  place  opponents  can  hope  to  establish  conditions  to 
accomplish  their  goals.  This  section  of  the  paper  briefly  discusses  the  rationale  for  the 
premise. 

Asymmetric  competition.  Urban  areas  are  perfect  places  to  unleash  asymmetric 
strategies  by  a  host  of  foes.  Urban  areas  are  conducive  to  asymmetric  operations  because 
our  opponents  can  manipulate  casualties,  set  up  conditions  that  will  enable  extensive 
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collateral  damage,  and  play  to  the  minds  and  emotions  of  Americans  watching  television 
or  operating  their  computers.  Moreover,  competitors  using  asymmetric  strategies  can 
exploit  the  constraints  discussed  earlier  in  the  paper. 

Collection  in  urban  terrain.  Intelligence  collection,  a  complicated  business,  has 
improved  over  time;  by  the  end  of  the  Cold  War  it  worked  very  well.  Yet  perplexing 
shortfalls  remained  and  have  carried  over  into  the  new  operating  environment  that  the 
IBCT  and  Objective  Force  face.  For  example,  collected  information  doesn’t  fuse  well 
among  military  service  collectors.  Thus,  it’s  difficult  to  create  conditions  enhancing 
synergy.  As  another  example,  collectors  in  the  Cold  War  era  concentrated  on  military 
communications,  moving  targets,  and  attrition  ranging  from  destroyed  tanks  to  the 
damage  inflicted  by  nuclear  weapons.  Unfortunately,  this  issue  constitutes  only  part  of 
the  problem  that  commanders  of  the  future  will  face.  If  the  situation  arises  in  which  a 
conventional  force  engages  the  United  States  in  force-on-force  combat  situations,  the 
holdover  collection  system  will  work  well.  But  if  the  environment  is  similar  to  what  has 
been  described  above,  the  collection  system  will  prove  inadequate  and  our  IBCT  and 
Objective  Force  soldiers  will  suffer  the  consequences.  That  is,  if  our  foes  using 
asymmetric  strategies  engage  our  forces  in  urban  terrain,  existing  and  planned  collectors 
will  have  a  difficult  time  providing  information  sufficient  for  the  demands  of  the 
situation.  Specifically, 

•  In  an  urban  area,  human  intelligence  (HUMINT)  will  be  the  premier  collector. 
Signals  intelligence  (SIGINT)  will  be  difficult  to  collect  owing  to  problems  with  the 
rapidly  growing  cellular  phone  and  wireless  phenomena.  Imagery  intelligence 
(IMINT)  will  help  in  some  situations,  particularly  in  precision  targeting. 
Nevertheless,  it  won’t  help  much  with  intentions  and  possible  opponent  courses  of 
action  open  to  asymmetric  foes.  Measurement  and  signature  intelligence  (MASINT) 
can  help  some,  but  it  won’t  help  much  with  stealthy  movement  by  small  groups  and 
individuals.  MASINT,  though,  could  very  well  provide  entree  into  sophisticated 
collection  for  thinking  through  possible  locations  of  and  detection  of  weapons  of 
mass  destruction.  Collectors  such  as  unmanned  aerial  vehicles  (UAVs)  and  miniature 
UAVs  will  help  some  owing  to  their  dwell  time,  ability  to  stare  at  a  particular 
location,  and  ability  to  tell  commanders  about  gatherings  of  people,  traffic  patterns, 
and  locations  of  U.S.  forces  operating  in  a  nonlinear  environment.  But  they  are  not 
the  answer  to  all  the  IBCT’s  and  Objective  Force’s  collection  challenges. 

•  What  collection  capabilities  are  needed  by  people  operating  in  an  urban  environment? 
First,  U.S.  forces  need  to  improve  the  capability  to  operate  against  wireless,  cellular 
phones,  computers  and  personal  digital  assistants  (PDAs).  Second,  U.S.  forces  need 
very  fast  access  to  HUMINT-derived  information.  HUMINT  collectors  need  a  way  to 
digitize  their  thoughts,  observations  and  reflections,  and  to  transmit  to  a  fusion 
system  where  the  data  fuses  with  all  sources  of  information  collection  into  dynamic, 
changing,  situational  awareness  visualization.  Technology  must  provide  information 
assurance  to  the  point  that  veracity  is  a  given,  so  commanders  can  believe  in 
HUMINT  rather  than  rejecting,  delaying  or  confirming  with  other  sources  prior  to 
accepting  the  information.  Third,  collection  must  get  into  the  rooms  where 
asymmetric  foes  plot  their  operations  and  whisper  instructions.  Fourth,  we  must  have 
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collectors  that  are  stealthy,  miniature  and  robotic.  They  must  be  capable  of  collecting, 
processing  and  transmitting  information  to  satellites  or  satellite  surrogates  for 
gathering  into  fusion  technology  and  immediate  dissemination  to  people  operating  on 
the  ground.  Fifth,  collection  must  sense  the  moods  of  crowds  so  commanders  can 
anticipate  potential  crowd-related  troubles.  Sixth,  collection  must  answer  questions 
about  metrics  associated  with  effects  of  information  operations. 

•  Intelligence  activities  in  urban  operations  will  be  very  different  from  intelligence 
support  to  traditional  force-on-force  operations.  Actually,  this  is  one  of  the  most 
important  issues  the  Army,  indeed  any  joint  force,  will  encounter  in  future  operations. 
If  the  IBCT  and  Objective  Force  depend  on  information  superiority  as  the  force 
multiplier  that  enables  reduction  of  footprint,  the  Army  must  address  collection  of 
information  in  urban  terrain.  The  Army’s  combat  systems,  soldiers  and  mission 
accomplishment  depend  on  successful  resolution  of  information  collection  challenges. 

•  As  was  mentioned  earlier,  asymmetric  foes — be  they  drug  cells,  terrorists,  special 
forces,  criminal  gangs,  societal  gangs  or  conventional  forces — will  seek  to  offset  the 
Army’s  technological  prowess  and  advantages  by  luring  it  into  urban  terrain. 
Alternatively,  they  will  take  advantage  of  existing  operations,  such  as  humanitarian 
relief,  to  engage  the  Army  in  urban  operations.  This  strategy  makes  sense,  given  that 
somebody  decides  to  compete  with  U.S.  forces.  Once  in  urban  terrain,  though,  many 
aspects  of  the  environment  change.  These  changing  aspects  of  environment  cause 
changes  in  collection  operations. 

•  Let’s  lay  out  some  of  the  major  differences  and  put  forth  some  ideas  about  what  to 
do.  First,  violence  will  be  episodic.  That  is,  for  long  periods  of  time,  soldiers  will  be 
taking  care  of  other  human  beings — feeding  them,  caring  for  them,  guarding  their 
homes,  evacuating  them.  They  will  have  very  distinct  information  requirements  to 
perform  this  type  of  operation.  Occasionally,  though,  small,  nonlinear,  nonhierarchical 
Army  units  will  careen  into  small,  well-equipped,  high-tech  and  lethal  forces  waging 
asymmetric  operations.  These  encounters  will  be  extreme  and  intense,  and  could  last 
from  a  few  minutes  to  several  hours.  Information  requirements  will  be  dramatically 
different  from  humanitarian  relief  information  requirements .  In  essence,  the  Army 
needs  flexibility  to  perform  analysis  and  synthesis,  collect,  process,  visualize  and 
communicate  to  meet  the  needs  of  these  two  environments  or  have  two  separate  yet 
related  systems.  Second,  opponents  won’t  always  operate  as  hierarchical  organizations. 
Instead,  they  may  be  flat  organizationally,  spread  throughout  a  city  or  under  it,  and 
only  loosely  connected.  Moreover,  owing  to  the  potential  of  compromise  of  intent 
and  personalities,  their  flat  structures  will  change  and  relocate  frequently,  thereby 
making  the  information  challenges  for  analysts  and  commanders  all  the  more  immense. 
For  example,  using  the  Internet,  diverse  organizations  may  come  together  to  support 
one  activity  or  protest  and  then  disband  (as  the  opponents  of  the  World  Trade 
Organization  did  in  Seattle  during  the  spring  of  2000).  Third,  future  foes  operating  in 
urban  terrain  will  perform  their  activities  inside  buildings,  underground,  on  the 
Internet,  or  in  other  aspects  of  cyberspace.  Intrabuilding  and  subterranean  operations 
make  sense  owing  to  shortfalls  of  U.S.  collection  capabilities  to  collect,  process,  fuse 
and  visualize  data,  information  and  knowledge  in  urban  terrain.  Fourth,  because  future 
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foes  are  adaptive  and  learning,  they  will  avoid  use  of  cellular  phones  and  computers 
over  phone  lines  without  encryption  because  to  use  these  devices  indiscriminately 
and  insecurely  could  very  well  lead  to  compromise  and  neutralization, 

•  Human  intelligence  is  and  will  be  critical  in  urban  operations.  So  what  are  the 
problems  inhibiting  HUMINT? 

•  HUMINT  is  difficult  to  collect  and  use  because  often  it  isn’t  timely. 

•  Moreover,  commanders  sometimes  don’t  believe  what  HUMINT  is  telling  them 
without  verification  from  other  sources  unless  they  believe  HUMINT-provided 
information  is  valid. 

•  As  another  issue,  HUMINT  collectors  have  to  transmit  their  information  to  other 
people,  by  whom  the  information  is  analyzed,  synthesized  and  then  resubmitted 
to  fusion  processors  for  inclusion  with  other  sources  of  information. 

To  summarize,  timely  and  accurate  transmission  of  HUMINT  information  and 
automated  fusion  with  other  sources  of  information  is  and  will  be  a  significant 
challenge  for  anybody  attempting  to  seek,  find  and  sustain  information  superiority. 

•  Where  do  these  issues  leave  us?  First,  in  urban  environments,  and  owing  to  the 
importance  of  HUMINT,  commanders  have  to  recognize  the  need  for  sole-source 
intelligence  and  take  action  quickly  because  they  exist  in  an  incredibly  fast-changing 
environment.  Second,  HUMINT  collectors  need  reliable,  unobtrusive  and  very  light 
digital  communications  equipment  whose  transmission  paths  bypass  the  current 
lengthy  processing  system.  In  this  respect,  HUMINT-derived  information  has  to  be 
highly  secure  and  verifiable  for  commanders  to  use.  Third,  HUMINT  must  fuse  with 
technical  intelligence  to  provide  commanders  situational  awareness  and  situational 
understanding.  These  are  issues  dealing  with  the  technical  and  training  areas 
encompassed  by  information  assurance. 

•  Intelligence  collection  must  also  focus  on  seeking,  finding  and  interpreting  metrics 
for  assessing  the  effectiveness  of  information  operations.  Traditional  means  of 
assessing  battle  damage  won’t  work.  Why?  Primarily  metrics  associated  with  10 
focus  on  perceptions,  mood,  morale-precluding  or  -inhibiting  behavior — planners  and 
commanders  using  10  need  to  know  and  understand  effects  their  10  efforts  bring 
forth.  Indicants  of  behavior-revealing  effectiveness  of  10  include  leadership 
directives,  thinking  and  planning.  Moreover,  combatant  morale  provides  a  useful  way 
to  start  judging  effectiveness.  Civilian  populace  provides  yet  another  indicant  of 
effectiveness — the  local  populace,  through  conversation  and  actions,  provides 
insights  into  the  effectiveness  of  IO.  Typically,  HUMINT  has  been  the  only  way  to 
ascertain  these  effectiveness  criteria.  It  seems  logical,  though,  that  with  a  focused 
collection  manager’s  thought  process  at  the  helm,  some  technical  collectors  could 
help  with  this  task.  Unmanned  aerial  vehicles,  for  example,  as  currently  configured, 
provide  imagery  (electro-optical,  forward-looking  infrared)  that  can  tell  commanders 
that  an  activity  is  occurring  or  not  occurring.  As  an  example,  UAVs  could  identify 
crowd  movement  or  how  many  individuals  are  loitering  or  how  many  people  are  in  a 
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line  waiting  for  food.  What  UAVs  cannot  provide  is  information  pertaining  to  the 
mood  of  people  in  a  crowd,  loitering  or  waiting  in  line. 

•  Collection  also  needs  to  work  on  the  problem  of  individuals  conferring  in  rooms  or 
underground.  Traditional  SIGINT  won’t  be  the  solution  to  this  challenge — people 
won’t  always  be  talking  on  the  phone,  and  if  they  do  so,  messages  and  conversations 
will  often  be  encoded,  cryptic  or  designed  to  wage  cyberdeception.  While  useful  as 
one  aspect  of  the  collection  effort,  SIGINT  will  not  be  a  panacea.  No,  to  get  at  intent 
of  competitor  leadership,  U.S.  Army  personnel  will  need  access  to  some  very 
innovative  collectors.  What  might  these  collectors  be  like?  First,  they  must  be  small 
and  unmanned.  Second,  these  sensors  must  be  unobservable — not  only  small  but  also 
stealthy.  Third,  they  must  have  the  capability  to  detect  sound  and  must  be  able  to 
provide  images.  Fourth,  these  collectors  must  be  able  to  smell  and  sense  individual 
and  group  moods  as  sweat  or  chemical  bodily  emissions.  Fifth,  these  sensors  must  be 
capable  of  transmitting  what  they  see,  hear  and  smell  through  windows,  through 
walls,  through  air  shafts  and  electrical  conduits.  These  transmissions  must  be  broken 
into  packets,  wrapped  for  security  (recall  the  need  for  information  assurance),  and 
processed  and  correlated  by  a  relay  satellite  or  surrogate  satellite;  they  must  then  be 
fused  and  visualized  to  assist  in  quick  decisionmaking  by  commanders  in  information 
advantage  centers  and  soldiers  operating  in  small  groups  throughout  a  city.  Sixth, 
these  sensors  need  to  operate  in  swarms  and  they  need  to  be  expendable. 

•  Intelligence  preparation  of  cyberspace  will  be  critical.  Preparation  of  collection 
activities  and  confirming  or  denying  hypotheses  will  become  the  most  important 
aspects  of  collection  operations  in  urban  terrain.  Some  major  differences  from  past 
intelligence  preparation  of  the  battlefield  (IPB)  activities  that  the  Army  so  superbly 
developed  and  used  include  the  ideas  that  follow.  First,  analysts  will  have  to  know 
and  understand  how  opponents  collaborate,  coordinate,  instruct  and  synchronize  in 
cyberspace  using  computers,  cellular  phones  and  personal  digital  assistants.  Second, 
analysts  need  to  think  through  the  fused  picture  of  friendly  activities  in  the  machinery 
of  opponent  computers.  This  aspect  of  cyber-IPB  will  be  important  for  the  initiation 
of  cyberdeception.  Third,  analysts  will  have  to  use  cyber-IPB  to  focus  their  collection 
efforts.  Miniaturized  robots  will  have  to  be  present  at  key  spots  where  enemy  leaders 
meet,  conduct  operations,  and  fuse  information.  This  activity  will  have  to  occur  in  a 
physical  sense  and  at  ghost  nodes  in  cyberspace  somewhere  around  the  world  or  in 
space.  Fourth,  analysts  will  have  to  anticipate  where  weapons  of  mass  destruction 
could  possibly  create  the  most  dramatic  effect.  These  analysts  will  have  to  know, 
themselves,  what  is  important,  and  possible  second-  and  third-order  effects  far  greater 
than  analysts  have  known  and  understood  in  the  past.  Fifth,  analysts  have  to  work 
with  individual  opponent  minds  and  perceptions  and  those  of  aggregate  intellects 
coming  together  to  solve  problems  through  the  use  of  opponent  collaborative  tools. 
Sixth,  analysts  and  commanders  must  always  be  on  the  lookout  for  chicanery  and 
deception.  This  challenge  is  particularly  disturbing  because  so  much  of  10  lies  in  the 
invisible  realm  of  digits  and  perception  manipulation. 

Jointness.  Any  Army  concept  of  the  future  must  emphasize  jointness.  The  Army’s  IBCT 

concept  needs  a  greater  emphasis  on  jointness — a  much  broader  discussion  will  be 
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important  to  the  validity  of  the  concept  and  its  acceptance  by  other  services  and  by 
Congress.  This  force  will  always  operate  in  a  joint  environment.  Indeed,  its  existence  and 
capability  to  survive  and  accomplish  its  mission  rely  totally  on  joint  support.  As  an 
example,  when  discussing  the  reachback  needs  for  the  brigade,  the  IBCT  or  Objective 
Force  connects  to  the  Army  Force  (ARFOR)  analysis  and  control  element  (ACE).  But  an 
ARFOR  ACE  is  but  one  part  of  a  collaborative  environment  in  which  the  brigade  will 
operate.  More  importantly,  the  brigade  will  connect  to  the  supporting  Joint  Intelligence 
Center  (JIC)  and  even  the  national  intelligence  community  for  the  best  information  and 
knowledge  available.  Precision  for  conducting  surgical  operations  and  minimizing 
collateral  damage  in  volatile  political  environments  won’t  come  from  organic  collectors. 
Organic  collectors  will  help  in  the  process,  but  precise  information  and  knowledge  will 
come  primarily  from  the  joint  intelligence  collection  system.  Thus,  jointness  is  an 
imperative  for  achieving  and  sustaining  information  superiority. 

Information  Centers  of  Gravity  (Info-COGs).  The  Army  can’t  proceed  in  the  future 
with  its  focus  solely  on  traditional  centers  of  gravity.  10  is  about  enhancing  friendly 
decision  cycles  while  degrading  the  opponent’s.  Thus,  the  question  must  be  asked:  How, 
where  and  with  what  processes  will  friendly  and  enemy  commanders  seek  to  protect  their 
decisions  and  affect  their  opponents’?  10  will  be  an  invisible  struggle  whose  outcome 
will  be  immense  given  the  importance  to  decisionmaking  of  communications, 
visualization,  collaboration  and  information  superiority.  Thus,  while  traditional  thoughts 
of  Centers  of  Gravity  focused  on  material  things  and  kinetic  effects,  Army  planners  have 
to  recognize  the  fundamental  shift  from  kinetic,  physical  things  to  include  invisible, 
digital  things.  Information  Centers  of  Gravity  are  real  or  in  virtual  cyberspace,  where  a 
confluence  of  collection,  automation,  communications,  thinking  and  planning,  and 
decisionmaking  occurs.  These  places  are  so  important  that  their  demise  or  sustainment 
will  go  far  in  determining  the  outcome  of  competition.  This  notion  is  so  important  that  it 
needs  to  be  at  the  forefront  of  the  Army’s  doctrine  so  it  can  drive  the  DTLOMS 
(Doctrine,  Training,  Leader  development,  Organization,  Materiel,  Soldiers)  system. 

Logistics  and  maintenance  considerations.  Army  planners  must  recognize  the 
tenuousness  of  “just-in-time  logistics,”  and  the  fragility  of  depending  on  synchronization 
of  the  flow  of  personnel,  materiel  and  supplies.  Moreover,  planners  have  to  recognize  the 
Achilles  heel  of  the  information  age — that  is,  our  dependence  on  purveyors  of 
information  or  knowledge  workers  (civilian  contractors  and  military  technicians  alike)  for 
maintaining  our  information  and  other  electronically-driven  equipment.  Clearly,  the  ideas 
of  just-in-time  logistics  and  synchronization  of  logistics  are  great  concepts  and  need  to  be 
a  part  of  any  concept  of  the  future.  But  once  the  Army  goes  down  this  path,  it  must  wake 
up  and  cope  with  attendant  vulnerabilities;  there  is  no  vulnerability  potentially  more 
damaging  than  to  attack  the  knowledge  workers  who  maintain  our  equipment,  run  our 
digital  systems,  and  make  our  limited  parts.  A  worthy  opponent  of  the  future  will  surely 
attack  these  “purveyors  of  knowledge”  in  and  away  from  the  continental  United  States. 
The  Army  must  recognize  this  possibility  and  determine  ways  to  overcome  the 
vulnerability.  Quite  simply,  attacking  purveyors  of  knowledge  is  a  great  asymmetric  tool 
that  any  intelligent  competitor  won’t  ignore.  We  rely  too  heavily  on  these  purveyors  to 
assume  otherwise. 
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Information  operations  and  cultural,  geographical  and  language  expertise.  Given  the 
basic  IBCT  and  Objective  Force  premise  of  rapid  deployment  anywhere  in  the  world, 
linguists  and  country  experts  must  be  readily  available  to  assist  in  the  operation.  Finding 
these  people  and  ensuring  their  competence,  though,  is  problematic  at  best,  especially 
when  thinking  through  what  the  brigade  touts  as  its  modus  operandi — deployment 
anywhere  in  96  hours.  How  will  Army  leaders  ever  find  sufficient  expertise  and  language 
capabilities  given  a  short-notice  deployment?  This  issue  is  closely  related  to  10.  The 
Army  needs  to  address  and  resolve  the  issue  by  sponsoring  a  Joint  Virtual  10  Analytic 
Center  that  has  at  its  disposal  a  database  populated  with  the  location  of  country  experts 
and  proficient  linguists  inside  and  outside  the  military.  Moreover,  the  center  must  have 
the  capability  to  perform  fine-grained  analysis  and  synthesis  that  the  brigade  will  demand 
and  will  be  unable  to  perform  itself.  On  one  hand,  a  few  of  these  experts  need  to  be 
capable  of  deploying  with  the  brigade,  which  will,  of  course,  require  a  high  degree  of 
professional  competence  along  with  country  and  language  expertise.  On  the  other  hand, 
experts  scattered  around  the  world  need  to  collaborate  virtually  using  multimedia  with 
deployed  troops  so  as  to  “blow  knowledge  and  wisdom  in  the  ears  of  analysts  and 
leaders,”  when  forward-deployed  people  need  help. 

Information  superiority.  Writings  on  the  IBCT  discuss  information  superiority  without 
explaining  the  thinking  that  underpins  the  words.  The  words  “information  superiority” 
are  ambiguous.  They  mean  different  things  to  different  people.  The  Army  needs  to 
identify  what  the  words  mean  and  what  implications  come  forth  in  a  DTLOMS 
evaluation.  This  all-important  effect  (information  superiority)  cannot  be  all  the  time  and 
everywhere.  Quite  simply,  we  can’t  afford  such  an  effort.  Moreover,  to  think  we  could 
create  superiority  in  the  information  realm  all  the  time  and  everywhere  makes  arrogant 
and  degrading  assumptions  about  our  opponents  or  competitors — it  makes  them  seem 
incompetent  when  the  opposite  could  very  well  be  true.  Instead,  the  Army  should  deal 
with  the  notion  of  information  superiority  by  precisely  defining  the  two  words. 
Information  superiority  means  seizing  advantages  of  initiative  and  momentum  at  a  time 
and  place  of  the  brigade ’s  choosing  with  the  notion  of  creating  the  conditions  that  lead  to 
effects  conducive  to  the  commander's  mission.  Planners  need  to  make  the  bold  assertion 
that  such  an  advantage  will  be  temporary  owing  to  learning,  adapting  organisms 
constituting  our  opponents  of  the  future  chaotic  environments.  Information  superiority 
will  be  difficult  to  achieve;  its  ascendancy  and  any  degree  of  sustainment  will  require 
great  intellectual  and  technological  travail. 

Common  operating  picture.  It’s  ludicrous  to  assert  anytime  the  presence  of  a  near- 
complete  common  operating  picture  (COP)  providing  the  wherewithal  for  information 
superiority.  Why?  First,  all  the  technology  available  won’t  provide  the  “God’s-eye” 
picture  people  get  at  the  National  Training  Center.  There  are  too  many  soldier-induced 
errors,  equipment  failures,  weather  variables  and  uncooperative,  adapting,  non- 
predictable  foes  to  approach  a  state  or  metric  of  “near  complete.”  “Near- complete  COP” 
is  a  dangerous  phrase  that  leeches  the  strength  and  viability  from  ideas  and  concepts 
worthy  of  more  attention.  It  is  a  concept  more  akin  to  “fairy  dust”  than  reality.  Instead, 
Army  planners  need  to  place  more  emphasis  on  visualization,  collaboration  and  fusion  in 
their  discussions.  A  fairly  robust  common  operating  picture  could  evolve.  But  without 
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such  technological  capabilities,  the  notions  of  information  superiority  and  situational 
understanding  will  be  empty  words  signifying  nothing. 

Precision  fires.  When  discussing  the  IBCT,  Army  planners  put  much  credence  in  the 
importance  of  precision  fires.  Yet,  even  with  the  most  sophisticated  technology,  there  will 
be  great  difficulty  collecting,  processing  and  sharing  information  quickly,  particularly  in  an 
urban  environment.  Quite  simply,  the  environment  isn’t  conducive  to  technical  collection, 
particularly  against  low-tech  opponents.  That’s  not  to  say  that  technical  collection,  e.g., 
UAVs,  won’t  be  helpful.  It  will  be  quite  helpful,  especially  when  the  UAV-produced  data 
and  information  synthesizes  with  other  sources  of  information  expeditiously. 

•  As  was  mentioned  earlier,  the  best  intelligence  collector  in  urban  terrain  will  often  be 
HUMINT.  Suffice  it  to  say,  HUMINT  is  slow  to  develop,  difficult  to  synthesize, 
susceptible  to  deception,  and  difficult  to  fuse  rapidly  with  technical  collection.  There 
are  technological  solutions  on  the  horizon  to  help  HUMINT,  e.g.,  speech  recognition 
and  turning  speech  into  digits  that  automation  can  process,  but  they  aren’t  available  yet. 

•  Thus,  we  have  to  recognize  that  some  of  our  information  won’t  be  accurate  enough  to 
ensure  that  our  soldiers  meet  the  constraint  standards  of  collateral  damage  explicit  in 
rules  of  engagement.  Moreover,  many  of  our  technical  collectors  don’t  have 
sufficiently  precise  information  to  serve  as  “laser  designators”  for  precision-guided 
munitions.  Collectors  that  go  after  crowd  influences  and  moods  won’t  be  precise 
either.  Army  planners  need  to  acknowledge  these  shortfalls  to  ensure  that  the  concept 
doesn’t  sound  like  empty  platitudes  and  that  the  Army’s  technologists  and  materiel 
developers  have  a  good  idea  of  what  they  need  to  develop  to  put  the  “p”  in  precision. 

Collaboration.  There  hasn’t  been  enough  thinking  on  collaboration  and  how  it  remains 
an  absolute  must  for  situational  understanding.  This  shortfall  of  thinking  and  discussion 
becomes  particularly  acute  once  we  get  into  the  digital  “tower  of  Babel”  that  seems  to 
exist  in  the  joint  world.  How  will  the  Army’s  collaborative  tools  interact  with  other  joint 
services’  collaborative  tools?  Joint  fusion,  data  integration  and  interoperability  are 
absolute  requirements  for  operating  in  a  joint  collaborative  environment.  These  important 
elements  of  collaboration  constitute  a  vexing  contextual  issue  that  the  Army,  indeed  the 
Joint  Staff,  must  address;  otherwise,  information  superiority  will  remain  as  it  is — without 
meaning.  Army  planners  need  to  acknowledge  the  existence  of  the  digital  tower  of  Babel 
and  set  forth  the  requirements  such  a  concept  will  require. 

The  bottom  line — information  superiority  depends  on  situational  understanding. 
Situational  understanding  depends  on  collaboration.  Collaboration  depends  on  fusion, 
data  integration  and  interoperability.  Neither  information  superiority  nor  situational 
understanding  is  possible  without  standard  collaborative  tools  and  their  integration  into 
joint  operations.  Without  such  an  approach,  collaborative  tools  won’t  work  among 
themselves  nor  will  they  interact  seamlessly  with  joint  collaborative  tools.  Army 
“corporate”  thinking  needs  to  depict  the  absolute  requirement  for  integration  with  joint 
standards  or  suggest  the  need  for  a  common  interface/software  package  that 
accommodates  the  myriad  collaborative  tools  floating  around  in  the  joint  arena. 

Communications.  Of  key  importance,  this  force  will  need  good  communications.  Army 
planners,  though,  make  too  many  assumptions  about  having  assured  communications 
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with  bandwidth  sufficient  to  collaborate,  accomplish  telemedicine,  perform  logistics, 
correlate  information,  and  visualize  to  the  extent  modem  operations  require.  This  issue 
also  relates  to  the  lack  of  infrastructure  constraint  mentioned  earlier.  Additionally,  it 
relates  to  our  proclivity  to  always  desire  more  bandwidth  and  develop  more  “bandwidth¬ 
hogging”  software,  as  we  strive  to  find  the  right  technical  and  intellectual  conditions  for 
achieving  information  superiority.  The  farther  away  U.S.  forces  are  from  the  continental 
United  States,  the  more  fragile  communications  threads  become.  If  communications 
threads  incur  perturbation,  other  threads  of  support  experience  volatility  as  well,  as  they 
all  relate  in  one  way  or  another.  This  is  an  important  issue  for  footprint  reduction  and 
information  assurance. 

Army  planners  need  to  put  forth  some  creative  thinking  about  satellite  surrogates, 
balloons,  wireless  communications,  mobile  routers,  and  use  of  UAVs  for  continuous 
communications  support.  Satellite  surrogates,  for  example,  must  connect  to  an  Internet 
gateway  and  be  capable  of  staying  connected  to  websites  in  cyberspace.  Even  then,  there 
is  no  such  thing  as  assured  communications — too  much  can  go  wrong  mechanically  and 
environmentally  to  assume  that  Army  leaders  can  always  plan  on  assured 
communications  paths  with  the  bandwidth  they  need.  Thus,  the  Army  has  to  simulate  and 
practice  this  environmental  influence  realistically  and  frequently. 

Footprint  reduction  and  technology.  The  IBCT  concept  justifiably  puts  forth  the  need 
for  footprint  reduction  owing  to  operational  constraints,  lift  requirements,  and  time 
standards  for  deployment.  This  wonderful  concept  must  continue  to  argue  for  an  austere 
footprint  regardless  of  institutional  pressures  arguing  contrary.  Austerity,  however, 
implies  risk — some  risks  will  be  present  to  shrink  the  footprint  sufficiently  small  to  meet 
rapid  mobility  requirements.  Reachback  is  a  great  concept — one  that  the  Army  and  its 
concept  writers  are  correct  in  and  must  pursue. 

Reachback  means,  however,  that  the  brigade  must  have  more  in  enclave  and  less 
forward.  The  IBCT  intelligence  package  offers  an  example  that  revolves  around  two 
notions.  First,  this  brigade  will  require  higher-level  thinking  in  any  conceivable  scenario 
of  employment.  No  one,  when  cold,  tired,  hungry  and  afraid,  can  perform  the  analysis 
and  synthesis  required  by  future  environments.  This  type  of  mental  work  has  to  be  done 
in  enclave  where  soldiers  can  think  in  an  environment  conducive  for  thinking,  thereby 
enabling  them  to  think  at  a  higher  level  than  simple  IPB  requires.  Synthesis  and  holistic 
thinking  and  planning  are  very  demanding,  but  they  represent  exactly  the  type  of  thinking 
this  brigade  will  require  in  any  conceivable  situation.  If  a  heavy  analyst  team 
accompanies  the  commander  to  the  objective  area,  it  is  possible  that  analysts  either  won’t 
have  sufficient  expertise  or  will  be  mentally  engaged  with  things/activities  other  than 
concentrating  on  the  fine-grained  analysis  and  synthesis  fueled  by  country  expertise 
required  by  the  commander.  Reachback  can  leverage  analysts  assigned  to  other 
organizations — such  a  strategy  multiplies  commanders’  analytic  capabilities  and  brings  to 
bear  potentially  thousands  of  minds  connecting  around  the  earth  via  the  Internet  to  work 
problem  sets. 

Commanders  must  be  comfortable  with  analytic  support  from  enclave,  and  the  IBCT 
and  Objective  Force  concepts  need  to  state  this  idea  in  simple,  plain  terms.  Yes,  a  small 
amount  of  analytic  support  needs  to  be  with  the  commander  to  act  as  an  interface  and  a 
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medium  for  him  to  state  his  information  requirements.  But  the  primary  functions  of 
fusion,  integration  and  thinking  need  to  be  in  a  relatively  benign  environment.  A 
deployed  IBCT  or  Objective  Force  will  come  to  rely  on  remote  joint  and  Army  analytic 
elements  and  a  smaller  footprint. 

Training  and  education.  The  Army  needs  to  focus  its  modeling  and  simulation  efforts  to 
replicate  the  environment  soldiers  face  in  future  competition.  In  particular,  given  that  the 
Army  operates  in  urban  terrain,  modeling  and  simulation  must  depict  an  environment  far 
different  from  the  typical  force-on-force  operations  that  simulations  currently  represent. 
The  Army  must  simulate  an  urban  environment,  crowds,  intelligence  collection,  10, 
communications,  fire  control,  logistics,  engineering  and  air  defense  in  the  confines  of 
cities.  The  Army  can  draw  from  experiences  of  other  urban  combat  situations — 
Stalingrad,  Berlin,  Hue,  Mogadishu  and  Panama.  But  it  needs  to  model  asymmetric  foes 
armed  with  computers,  cellular  phones,  access  to  the  Internet,  personal  digital  assistants, 
weapons  of  mass  destruction,  and  lethal,  high-tech  weapons.  Until  the  Army  puts  this 
type  of  modeling  and  simulation  into  its  training  regimen  for  the  Army  officer  corps, 
most  of  the  Army  will  continue  to  think  about,  buy  equipment  for,  and  train  for  the  last 
war  instead  of  preparing  for  future  conflicts. 

Development  of  intellects.  The  Army’s  soldiers  will  operate  in  a  very  complex 
environment  characterized  by  small,  decentralized  units,  movement  of  information 
relevant  to  the  situation  at  hand,  nonlinear  operations,  asymmetric  threats,  and  C4ISR 
architectures  whose  complexities  and  hidden  relationships  overwhelm  any  ordinary  mind. 
Additionally,  soldiers  will  have  to  maintain  their  traditional  skills  owing  to  the  need  to 
engage  periodically  in  kinetic,  force-on-force  operations.  Thus  they  will  need  minds 
sufficiently  enlightened  to  perform  traditional  intelligence  preparation  of  the  battlefield 
(IPB)  along  with  nontraditional  intelligence  preparation  of  cyberspace  (IPC).  IPC 
demands  people  highly  capable  in  technology,  information  theory  and  relational  thinking 
along  with  the  traditional  leadership  capabilities  for  which  the  Army  has  been  renowned 
over  the  years. 

Future  leaders  have  to  be  comfortable  with  a  dramatically  different  operational 
environment  in  which  their  units  operate  in  a  decentralized,  nonlinear  way.  In  this 
environment,  they  will  make  decisions  in  fluid  situations  changing  literally  with  the 
speed  of  light.  Their  asymmetric  foes  will  leverage  cyberdeception,  computer  attacks,  and 
PSYOPs  aimed  at  soldiers,  their  families  and  the  American  populace  writ  large. 

The  Army  must  develop  purposefully  its  training  and  education  system  to  produce 
minds  capable  of  engaging  in  this  type  of  competition.  For  example,  the  Army  needs  to 
analyze  its  institutional  schools  and  ensure  all  officer  course  curricula  link  and  these 
courses  become  progressively  more  difficult,  thereby  enhancing  higher-level  thinking 
skills.  Additionally,  the  Army  needs  to  develop  and  incorporate  realistic  simulations  to 
replicate  the  environment  described  above.  Reading  lists  should  be  a  combination  of 
traditional  value  books  along  with  books  about  the  Internet  age — commerce, 
decisionmaking,  “dot.com”  development  and  modus  operandi,  chaos  and  complexity 
theory,  and  books  about  the  future. 

Information  Superiority  Proving  Ground.  The  Army  needs  an  Information  Superiority 
Proving  Ground  to  improve  the  intellects  of  its  officers  for  competing  in  the  environment 
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described  previously  and  to  determine  what  information  superiority  is,  and  how  to  seek, 
achieve  and  sustain  it.  Such  a  proving  ground  would  encompass  five  major  elements. 
First,  this  proving  ground  would  be  a  place  for  materiel  developers  to  test  and  evaluate 
information  warfare  weapons.  Second,  the  proving  ground  would  be  a  place  where  the 
Army  could  develop  its  centers  for  making  decisions  (call  them  information  advantage 
centers,  or  IACs)  and  help  officers  learn  how  to  use  new  technology  to  make  fast 
decisions  in  fluid,  nonlinear  and  information-laden  environments.  Third,  commanders 
and  their  staffs  would  fall  in  on  the  IACs  and  participate  in  an  information  superiority 
battle  command  training  program.  They  would  find  themselves  engulfed  by  an 
environment  in  which  simulations  and  modeling,  driven  by  National  Lab  supercomputers, 
would  provide  total  immersion  in  situations  they  will  face  in  invisible  struggles  of  the 
future — asymmetric  conflict,  information  warfare-dominated  environments,  weapons  of  mass 
destruction,  and  information  warfare  (IW)  weapons.  Fourth,  the  proving  ground  would  be  a 
place  to  conduct  true  experiments  the  Army  needs  to  determine  requirements  for  seeking, 
attaining  and  sustaining  information  superiority.  Fifth,  the  proving  ground  would  provide 
a  place  to  evaluate  information  operations  and  information  superiority  doctrine — to 
determine  appropriateness,  validity,  fragility,  and  capability  to  integrate  with  Army 
operations  writ  large. 

Recommendations 

Information  Centers  of  Gravity  (Info-COGs):  Cope  with  a  changed  environment  and 
deal  with  Info-COGs  along  with  more  traditional  Centers  of  Gravity.  Such  adjustment 
will  be  easy  to  accomplish,  will  set  the  right  tenor  for  evolution  of  conceptual  thinking, 
and  will  be  suggestive  for  the  “tribal  wisdom”  of  the  Army,  as  it  shifts  from  the  current 
DTLOMS  focus  to  one  more  attuned  to  vagaries  of  the  information  age. 

Information  superiority:  Carefully  define  information  superiority  but  also  acknowledge 
the  presence  of  adapting,  learning  organisms  that  constitute  our  future  foes.  This  type  of 
foe  and  associated  technological  challenges  that  become  even  more  complex  in  the  joint 
world  demand  that  the  Army  acknowledge  the  temporary  nature  of  any  advantage  in  the 
information  world.  The  forces  at  work  in  the  Army’s  future  competitive  environments 
will  cause  information  superiority  to  be  a  short-lived  phenomenon,  at  best. 

Focus  collection:  Cause  the  Army  and  joint  intelligence  communities  to  focus  on  future 
customers  in  environments  the  Army  faces  in  future  competition.  Push  a  coherent 
research  and  development  program  on  all  materiel  developers  and  labs  to  produce 
collectors  that  will  satisfy  information  requirements  of  a  kinetic  conflict,  an  asymmetric 
competition,  or  a  combination  of  the  two.  Engage  commanders  and  their  staffs  in 
sophisticated  simulations  that  account  for  the  intangible,  invisible,  nuance-laden  world  of 
IO  and  other  asymmetric  tools. 

Information  operations:  Acknowledge  the  importance  of  IO  as  it  affects  the  operational 
area  and,  through  the  threads  leading  back  to  the  continental  United  States,  information 
management  facilities,  ports  and  factories  that  manufacture  critical  “just-in-time”  parts. 
Recognize  the  importance  of  key  knowledge  workers  and  take  steps  to  protect  them,  thereby 
reducing  this  potentially,  exploitable  vulnerability.  The  concept,  in  any  final  analysis, 
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must  make  the  leap  from  “what  is”  today  to  “what  could  very  well  be”  in  the  future. 
Without  such  acknowledgement,  we  are  in  grave  danger  of  surprise  and  risk  of  failure. 

Asymmetric  strategies:  In  all  concept  papers,  expand  the  discussion  of  and  references  to 
asymmetric  competition  as  a  strategy  of  choice  for  weaker  competitors  hoping  to 
compete  with  the  United  States  in  the  future.  Discuss  asymmetric  competition  as  a 
strategy  and  specific  asymmetric  threats,  (e.g.,  10,  WMD,  attack  or  manipulation  of 
purveyor  of  knowledge)  in  the  concept  papers.  Recognize  the  pervasiveness,  subtleties, 
relationships  and  nuances  involved  in  these  struggles. 

Joint  roles/missions  and  synergy:  Think  through  joint  roles  and  missions  relating  to  the 
IBCT  and  Objective  Force.  The  Army  will  not  and  cannot  operate  alone.  Thus,  thinking 
behind  the  IBCT  and  Objective  Force  needs  to  treat  joint  operations  as  an  embedded 
phenomenon ,  not  as  something  separate  that  people  call  for  only  when  needed.  Without 
this  change,  materiel  developers,  trainers  and  doctrine  writers  will  perpetuate  the  dearth 
of  joint  thinking  and  references,  when  they  should  be  emphasizing  jointness. 

Limits  of  technology:  Rephrase  verbiage  in  IBCT  and  Objective  Force  concept  papers 
concerning  a  “near-complete”  common  operating  procedure.  Acknowledge  aspects  of 
technology  and  variables  that  have  to  come  together  and  coalesce  before  any  useful  COP 
can  come  into  being.  Also,  acknowledge  reality — the  very  best  COP  will  provide  only  a 
partial  view  of  reality.  The  art  of  battle  command,  wisdom  of  the  commander,  and 
collective  intellects  of  subordinates  tied  through  collaboration  must  coalesce  to  have  the 
best,  partial  understanding  of  the  battlespace .  We  have  to  remember  that  soldiers  on  the 
ground  need  access  to  their  relevant  information,  and  commanders  need  a  robust, 
visualization-  and  collaboration-dominated  COP  to  lead  in  an  environment  requiring  clear 
intent  and  decentralized  execution. 

Communications:  Ponder  and  detail  the  brigade’s  communication  requirements  in  an 
infrastructure-barren  operational  environment.  To  seek,  find  and  sustain  information 
superiority,  the  IBCT  and  Objective  Force  must  possess  good  communications  paths  and 
bandwidth  sufficient  to  perform  their  roles  and  missions.  Again,  the  Army  needs  to 
borrow  ideas  from  other  services  (e.g.,  Network-Centric  Warfare)  and  from  industry 
(wireless,  broadband,  storage  area  networks,  application  server  providers,  Internet 
appliances)  to  prepare  for  the  operational  environment  of  the  21st  century.  In  this 
analysis,  operators,  intelligence  people,  signal  people  and  logisticians  (the  biggest  users 
of  bandwidth)  need  to  articulate  their  needs  and  war-game  possibilities  to  provide 
adequate  communications  to  support  forces  in  the  environment  discussed  throughout  this 
paper.  Discuss  variables  and  their  effect  on  information  availability;  moreover,  plan  for 
failure  of  primary  and  secondary  paths  and  acknowledge  the  need  for  fast  switching 
along  designed  alternative  routes  of  information  flow. 

Collaboration:  Expand  the  discussion  of  a  need  for  collaboration  and  explain  in  detail  its 
direct  links  with  situational  understanding  and  information  superiority.  Emphasize  the 
absolute  imperative  for  collaborating  within  the  construct  of  joint  task  forces — fusion, 
data  integration,  interoperability.  All  collaboration  work  being  done  by  materiel 
developers  and  labs  must  focus  on  collaboration  within  the  Army,  with  other  services, 
and  with  the  entire  joint  community.  Purposefully  design  a  system  transforming  data  to 
information  to  knowledge,  thereby  helping  commanders  achieve  wisdom.  Collaboration 
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is  a  key  in  this  transformation  process.  Collaboration  and  the  art  of  battle  command  must 
occupy  a  preeminent  position  in  officer  training  and  education  of  the  future.  This 
requirement  will  exist  until  computers  become  smarter  than  human  beings. 

Collection:  Planners  need  to  articulate  their  information  requirements  so  the  Army  and 
joint  intelligence  communities  can  direct  their  resources  to  satisfy  those  needs.  If  the 
thinking  behind  the  IBCT  and  Objective  Force  continues  to  emphasize  kinetic,  force-on- 
force  encounters  and  ignore  asymmetric  competition  in  urban  areas,  collection  will 
remain  oriented  on  attrition,  movement  and  battle  damage  assessment.  Army  planners 
need  to  change  wording  in  conceptual  documents  to  acknowledge  shortfalls  of  collection 
and  recognize  that  stringent  requirements  for  precision  will  often  run  counter  to  just  as 
stringent  requirements  levied  by  limitations  on  collateral  damage  and  rules  of  engagement. 

Reachback:  Place  more  emphasis  on  clearly  articulated  enclave  functions,  capabilities  and 
limitations.  Additionally,  concept  writers  need  to  think  about  and  articulate  broad  vision 
thrust  points  for  leveraging  the  joint  intelligence  collection  system,  wireless  communications 
for  communicating  on  the  move  (whether  dismounted  or  mounted),  flexible  bandwidth, 
alternative  routes  for  moving  information,  and  leveraging  innovative  techniques  and 
procedures  for  processing,  visualizing  and  communicating.  Borrow  and  experiment  with 
concepts  and  practices  from  the  commercial  world.  For  example,  Army  planners  need  to 
consider  adopting  very  fast  data  and  information  storage  inherent  to  storage  area  networks 
(SANs).  To  reduce  weight  and  transport,  the  Army  again  needs  to  consider  borrowing  from 
commercial  businesses  to  provide  the  conceptual  framework  for  developing  Army/joint 
specific  Internet  appliances,  and  rely  on  application  server  providers  (ASPs)  to  put  much  of 
our  data  storage  and  applications  in  cyberspace,  thereby  allowing  access  anytime  from 
anywhere.  Additionally,  the  Army  needs  true  skeletal  support  forward  with  the  warfighters. 
In  this  respect,  the  Army  needs  to  leverage  all  of  the  mental  capabilities  available  on  the 
ground  and  in  cyberspace  and  focus  them  on  solving  the  problem  at  hand. 

Information  Superiority  Proving  Ground:  Consider  the  viability  of  establishing  an 
Information  Superiority  Proving  Ground.  In  such  a  proving  ground,  the  Army  needs  to 
develop  a  holistic  program  for  an  10  battle  command  training  program;  test  and  evaluate 
10  weapons  against  command  and  control  equipment;  develop  operations  centers  of  the 
fixture  (information  advantage  centers);  conduct  experimentation  with  functions,  forms 
and  equipment  that  enable  information  superiority;  and  conduct  an  IO  doctrinal 
validation  process. 

Training  and  education:  Redesign  the  training  and  education  system  for  all  officers. 
Create  coherency  and  relationship  among  the  curricula  of  officer  basic,  officer  advanced, 
the  Command  and  General  Staff  College,  and  the  Army  War  College.  Purposefully  develop 
intellects  sufficient  to  become  true  information  warriors  fully  capable  of  enacting  force- 
on-force  operations  and  also  engaging  in  asymmetric  competition  and  in  information-age 
struggles  for  information  superiority.  Use  simulation  and  modeling  to  facilitate 
intellectual  development  sufficient  to  understand  the  power  of  joint  synergy.  Simulation 
and  modeling  must  include  kinetic  energy  force  on  force  and  invisible,  digital  struggles 
characterizing  asymmetric  warfare  and  information  operations.  Develop  in  our  officers 
the  mental  agility  to  jump  rapidly  between  the  two  poles  of  operations,  to  be  adaptive  and 
creative,  and  to  use  a  holistic,  synthesis-laden  approach  to  thinking  and  planning.3 


30 


Conclusions 

The  Army  has  performed  marvelously  and  accomplished  some  far-reaching  goals 
over  the  past  few  years.  None  are  more  important  and  far-reaching  than  the  dual  notions 
of  an  Interim  Brigade  Combat  Team  (IBCT)  and  the  Objective  Force. 

With  progress,  though,  comes  room  for  expanding  concepts  and  ideas  to  include  a 
greater  concentration  on  competing  in  urban  areas  and  expanding  thinking  about 
attendant  battlefield  operating  systems.  The  Army  must  first  learn  to  assess  the  ever- 
changing  environmental  context  in  which  it  will  operate.  This  context  needs  to  be 
representative  of  “what  is”  or  “what  could  be,”  not  “what  the  Army  would  like  it  to  be.” 
Moreover,  the  Army  needs  to  recognize  the  rise  of  asymmetric  competition  in  which 
opponents  engage  in  a  wide  variety  of  activities  to  gain  offset  against  our  force-on-force 
and  technical  prowess.  Much  of  this  adjustment  must  occur  in  the  murky,  invisible, 
digital  context  of  information  operations  that  literally  affect  every  aspect  of  future  Axmy 
operations.  Continuing  with  this  line  of  thinking,  the  Aimy  must  think  through  how  it 
will  operate  in  urban  terrain  in  an  operational  context  that  could  be  characterized  by 
humanitarian  relief,  episodic  violence  against  unconventional  enemies  and  forces,  and 
conventional  operations  outside  of  the  urban  terrain.  This  wide  range  of  environments 
requires  agile  intellects,  holistic  planning  in  which  relationships  are  preeminent,  inter¬ 
operable  equipment,  and  speedy  access  to  specific  and  relevant  information  processed, 
presented  and  visualized  the  way  individuals  think,  not  how  a  normed  group  thinks. 

Intelligence  collection  sensors  of  the  future  must  be  robotic,  miniature,  stealthy, 
multisource  collectors,  innovative  transmitters  or  purveyors  of  useful  information. 
Designers  and  system  architects  must  depict  swarm,  multisource,  interrelated,  nested  webs 
of  collectors  in  collection  and  communication  architectures.  This  type  of  collection  activity 
needs  replicating  in  synthetic  environments  of  war-gaming  and  simulation  so  commanders 
and  staffs  can  better  understand  the  challenges  of  the  urban  terrain  collection  environment. 
The  Army’s  leaders  have  to  remember  that  just  because  a  sensor  works  in  the  open  against 
moving  targets  or  can  take  pictures  of  damaged  or  destroyed  vehicles  or  intercepts 
communications  among  combat  vehicles  and  operations  centers  doesn’t  mean  these  same 
sensors  will  provide  information  sufficient  to  run  competitive  operations  in  cities. 

Additionally,  the  Army’s  training  and  education  system  must  seek  to  develop  its 
officers’  intellects  to  learn  to  cope  with  the  environment  and  asymmetric  threats  and  to 
maintain  an  intellectual  superiority  over  foes  of  the  future.  Such  enlightenment  must 
occur  with  coherent,  related,  ascending  curricula  in  institutional  learning,  at  the  unit 
under  the  tutelage  of  commanders,  and  with  each  individual  as  he/she  engages  in  distance 
learning.  The  Army  must  immediately  change  its  training  system  to  replicate  the 
environment  it  faces  in  the  future;  leaders  and  their  staffs  must  develop  intellects 
sufficient  to  operate  in  and  excel  in  both  environments — the  industrial-age  force  on  force 
and  the  information-age  asymmetric,  digital  struggle. 

The  Army,  in  cooperation  with  the  Joint  Staff,  needs  to  develop  a  Virtual  10  Analytic 
Center  to  help  deployed  soldiers  perform  their  duties  requiring  the  assistance  of  country 
and  language  experts.  The  Army  needs  to  write  its  doctrine  and  experiment  with  the 
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concept  to  ensure  that  when  the  IBCT  has  achieved  initial  operating  capability  (IOC)  the 
virtual  center  is  capable  of  operating  as  well. 

The  Army  needs  to  provide  distinct  guidance  and  priorities  to  its  research  and 
development  labs  and  their  commercial  supporters  to  find  the  commercial  capabilities 
enabling  technological  advancements  to  seek,  find,  attain  and  sustain  information 
superiority.  Research  and  development  needs  to  constrict  and  provide  maximum  financial 
and  intellectual  resources  on  fusion,  data  integration,  joint  interoperability,  situational 
awareness,  situational  understanding,  collection,  processing,  dissemination,  and  mobile, 
wireless  communications. 
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Foreword 


American  troops,  together  with  our  NATO  and  Partnership  for  Peace  allies,  have  been 
keeping  the  peace  in  Bosnia  since  1996.  Militarily,  this  mission  has  been  an  overwhelming 
success.  The  warring  factions  have  been  separated  and  peace  restored,  and  the  people  of 
Bosnia  have  resumed  their  lives  without  fear  of  massacre  or  atrocity.  Politically,  however, 
Bosnia  is  no  closer  to  an  enduring  peace  than  it  was  when  the  Dayton  Accords  were  first 
signed.  The  mission  of  the  NATO  peacekeepers  continues. 

This  paper  offers  thoughts  on  a  way  ahead  for,  or  a  way  out  of,  of  the  Bosnia  mission. 
Its  central  premise  is  that  further  actions  are  needed  now  to  transform  the  NATO-imposed 
militaiy  peace  of  today  into  an  enduring  political-social  peace  for  tomorrow.  Along  the  way, 
the  author  outlines  a  series  of  peacekeeping  lessons  learned  from  the  Bosnia  deployment  and 
explains  the  impact  of  history  on  the  current  situation. 

As  the  United  States  Army  continues  to  be  deployed  on  peacekeeping  and  peace- 
enforcement  operations  throughout  the  world,  it  is  important*  to  learn  how  to  implement  an 
exit  strategy  tailored  to  each  situation  so  that  temporary  missions  do  not  become  permanent 
occupations.  This  work  is  an  important  analysis  of  the  things  done  right  and  the  things  done 
wrong  in  the  Bosnia  peacekeeping  mission.  The  author’s  conclusions  may  be  useful  in 
furthering  the  process  in  Bosnia  and  as  a  starting  point  for  future  peace  operations. 


September  1999 


GORDON  R.  SULLIVAN 
General,  U.S.  Army  Retired 
President 


Peace  with  Honor: 

Enduring  Truths,  Lessons  Learned 
and  Implications  for  a  Durable  Peace  in  Bosnia 


After  nearly  four  years  in  Bosnia,  we  are  really  no  closer  to  establishing  a  self- 
sustaining  peace  there  than  when  we  started.  This  essay  offers  an  option  for  breathing 
new  life  into  the  Dayton  process  based  both  on  “enduring  truths”  in  the  country  and 
lessons  learned  from  the  experience  of  our  extended  deployment  there.  One  thing  is 
fairly  certain.  We  cannot  continue  indefinitely  on  our  current  course  in  Bosnia  and 
realistically  hope  to  either  preserve  NATO’s  credibility  or  achieve  the  high  goals  set 
forth  in  the  Dayton  Accord. 

Based  on  recent  experience  .  .  .  U.S.  participation  in  smaller-scale  contingency 
operations  must  be  selective,  depending  largely  on  the  interests  at  stake  and  the 
risk  of  major  aggression  elsewhere.  .  .  .  They  also  require  that  the  U.S. 
government,  including  both  the  military  and  other  agencies,  continuously  and 
deliberately  reassess  both  the  challenges  we  encounter  in  such  operations  and  the 
capabilities  required  to  meet  those  challenges. 

—  Quadrennial  Defense  Review,  May  1997 


Introduction 

During  his  testimony  before  the  Senate  Armed  Services  Committee  late  last  year,  General 
Hugh  Shelton,  Chairman  of  the  Joint  Chiefs  of  Staff,  was  asked,  unfairly,  to  estimate  how 
long  the  U.S.  military  will  be  in  Bosnia.  The  senator’s  question,  a  political  one,  would  have 
been  much  more  appropriately  directed  to  the  President.  In  truth,  NATO  had  implemented 
the  military  provisions  of  the  Dayton  Accord  within  120  days  of  its  enactment. 
Implementation  of  the  civilian  aspects  of  the  Accord,  the  responsibility  of  the  civilian 
International  Community,  has  been  glacially  slow.  But,  since  the  subject  was  raised,  perhaps 
it  is  time  to  reassess  deliberately  the  challenges  we  face  in  Bosnia  and  the  capabilities 
required  to  achieve  our  goals  there.  This  is  all  the  more  important  in  view  of  NATO’s 
expanding  role  in  the  Balkans. 

Many  would  argue  that  the  results  of  Bosnia’s  September  1997  presidential  election — 
when  “moderate”  Bosnian  Serb  incumbent  Biljana  Plavsic  was  defeated  by  “ultranationalist” 
Nikola  Poplasen — simply  underscored  the  fact  that  we’re  not  much  closer  to  a  durable 
peace  than  when  we  started.  More  recently,  uncertainty  over  the  future  of  Bosnian  Serb 
political  leadership,  and  the  anti-Dayton  behavior  that  precipitated  it,  should  be  cause  for 
even  greater  concern.  In  practical  terms,  however,  nearly  four  years  after  NATO’s 
deployment  to  Bosnia,  it  doesn’t  matter  whether  the  decision  to  take  on  this  mission  was  a 
good  one — the  reality  is  that  we’re  still  there,  with  no  end  in  sight.  The  key,  yet  unanswered, 
question  is,  Where  are  we  going  with  this  mission?  Any  attempt  to  arrive  at  a  vision  of 


Bosnia’s  future  should  include  a  view  of  how  and  why  the  decision  to  intervene  there  was 
taken  in  the  first  place. 

The  Road  to  Dayton 

Countless  volumes  have  been  written  about  the  history  of  conflict  in  the  Balkans.  As 
with  any  history,  one  must  take  great  care  to  achieve  even  a  semblance  of  objectivity.  An 
attempt  to  provide  a  few  paragraphs  describing  the  events  leading  to  the  deployment  of 
American  ground  forces  to  Bosnia,  even  if  imperfect,  is  both  worthwhile  and  necessary. 1 

Marshal  Josip  Tito  temporarily  settled  the  volatile  historical  problem  of  Yugoslavia’s 
different  ethno-religious  groups  by  creating  a  federal  system  of  ethnically  based  republics, 
dividing  the  largest  group,  the  Serbs,  and  thereby  preventing  them  from  dominating  the 
country  the  way  they  had  between  the  century’s  two  world  wars.  By  1974,  Yugoslavia’s 
constitution  designated  six  republics  (Slovenia,  Croatia,  Serbia,  Bosnia-Herzegovina, 
Montenegro  and  Macedonia)  and  two  autonomous  provinces  within  Serbia  (V ojvodina  and 
Kosovo).  The  autonomous  provinces  had  nearly  as  much  self-governing  authority  as  that  of 
the  full  republics,  and  all  eight  units  had  a  vote  on  the  Federal  Presidential  Council. 

Fault  lines  between  Yugoslavia’s  ethnic  groups,  however,  reemerged  quickly  after  Tito’s 
death  in  1980.  The  collapse  of  communism  in  Eastern  Europe  at  the  end  of  the  decade 
created  an  ideological  vacuum  that  democracy  threatened  to  fill.  Somewhat  ironically,  in  view 
of  today’s  headlines,  Serb  Communist  Party  President  Slobodan  Milosevic  discovered, 
during  an  inflammatory  April  1987  speech  amidst  Serb- Albanian  violence  in  Kosovo,  that 
nationalism  could  provide  an  effective  source  of  political  legitimacy.  Milosevic  soon  revoked 
autonomy  in  Kosovo  and  Vojvodina,  and  the  Yugoslav  Communist  Party  fractured  along 
ethnic  lines.  Slovenians  and  Croats  became  convinced  that  remaining  a  part  of  a  Milosevic- 
and  Serb-dominated  Yugoslavia  would  be  dangerous,  and  nationalists  in  those  two 
republics,  including  Croatia’s  Franjo  Tudjman,  won  overwhelmingly  in  1990  elections. 
Meanwhile,  Milosevic’s  rhetoric  about  a  “Greater  Serbia”  prompted  Slovenia  and  Croatia  to 
organize  local  militia  and  to  arm  police,  moves  which  alarmed  Serb  minorities  in  those 
republics.  In  March  1991,  Serbs,  who  were  a  majority  in  Croatia’s  Krajina  district,  declared 
autonomy,  and  ethnic  clashes  led  to  the  first  deaths  in  that  area.  Yugoslavia  was  on  the  brink 
of  war. 

Slovenia  and  Croatia  declared  their  independence  in  June  1991.  Brief  fighting  between 
the  Slovene  militia  and  the  Federal  Yugoslav  Army  (JNA)  resulted  in  a  stalemate.  Perhaps 
because  there  were  so  few  Serbs  in  Slovenia,  the  republic  was  allowed  to  secede  and  the 
JNA  withdrew.  In  Croatia,  however,  the  fighting  intensified  and,  in  August  1991,  the  JNA 
first  employed  its  “ethnic  cleansing”  tactics  in  Vukovar,  setting  a  pattern  for  the  rest  of  the 
war.  As  more  than  40,000  Croatians  were  systematically  driven  from  their  homes  by  the 
JNA,  reprisals  began.  Some  would  argue  that  Croatian  atrocities  against  the  Serbs  were  of  a 
lesser  scale,  but  they  were  atrocities  nonetheless.  Meanwhile,  under  intense  pressure  from  the 
Vatican  and  public  opinion,  Germany  led  member  states  of  the  European  Community  (EC) 
in  recognizing  Slovenia’s  and  Croatia’s  independence  in  January  1992.  Shortly  after,  United 
Nations  envoy  Cyrus  Vance  brokered  a  cease-fire,  which  allowed  the  deployment  of  UN 
peacekeepers  to  the  region.  The  fighting,  however,  would  soon  spill  over  into  Bosnia. 


Muslims  (commonly  referred  to  as  Bosniaks)  made  up  just  under  half  of  the  population 
of  pre-war  Bosnia,  with  the  remainder  being  17  percent  Croat  and  one-third  Serb.  The 
Serbs,  being  mostly  fanners,  already  lived  on  and  occupied  a  disproportionate  amount  of 
Bosnian  territory,  while  Muslim  and  Croat  populations  were  concentrated  in  towns  and 
cities.  In  a  March  1992  plebiscite  largely  boycotted  by  Bosnian  Serbs,  63  percent  of  the 
electorate  voting  opted  for  independence  from  Yugoslavia.  The  Serbs  responded  with  a 
JNA-backed  effort  to  seize  as  much  territory  as  possible  and,  by  the  end  of  summer,  two- 
thirds  of  Bosnia  was  under  their  control. 

At  the  same  time  President  Tudjman,  who  twice  in  1991  tried  to  make  a  deal  with 
Milosevic  partitioning  Bosnia  between  Croatia  and  Serbia,  was  backing  Bosnian  Croat 
attacks  on  Muslim  districts.  Ethnic  cleansing  was  widespread.  All  three  sides  committed 
atrocities,  but  those  committed  by  the  Bosnian  Serbs,  under  the  leadership  of  Premier 
Radovan  Karadzic  and  General  Ratko  Mladic,  were  particularly  brutal  and  broad  in  scope. 
UN  forces  were  deployed  to  Bosnia,  and  the  United  States  and  the  EC  recognized  Bosnia’s 
independence  in  April.  Writing  in  1993,  Dusko  Doder  observed  that  there  were  two  clear 
choices: 

...  the  division  of  Bosnia  between  Serbia  and  Croatia  or  the  imposition  of  a  UN 
protectorate  on  Bosnia.  The  first  would  ease  the  fighting  and  bring  a  certain  measure 
of  peace,  but  it  would  reward  aggression  and  eventually  obliterate  a  distinct  Muslim 
identity.  The  second  course  [would  be]  costly,  dangerous,  uncertain;  it  would 
require  decades2  of  military  and  political  presence.3 

In  fact,  under  severe  economic  pressure  at  home,  Milosevic  wanted  to  end  the  war  and 
convinced  Karadzic  to  accept  a  partition  that  would  give  the  Serbs  about  51  percent  of 
Bosnia’s  territory.  The  Bosniaks,  however,  under  President  Alija  Izetbegovic,  resisted 
settlement  and  pursued  international  sympathy  through  a  fairly  effective  media  campaign. 
Diplomatic  efforts  failed  to  resolve  the  crisis. 

In  February  1994,  a  Serb  mortar  attack  on  a  Sarajevo  market  killed  68  people, 
precipitating  increased  Western  action  in  Bosnia,  including  die  downing  of  four  Serb  aircraft 
by  NATO  warplanes  under  Operation  Deny  Flight.4  Meanwhile,  the  gradually  improving 
Bosnian  army  was  making  gains  against  the  Bosnian  Croats  which,  after  a  brief  intervention 
by  Tudjman’s  Croatian  army,  helped  pave  the  way  for  a  March  1994  agreement  between 
Croats  and  Bosniaks  on  guidelines  for  a  federated  Bosnia,  enabling  the  two  sides  to  pool 
their  strength  against  the  Serbs.  With  Croat  help,  in  October  1994,  the  Bosnian  Army  drove 
Serb-backed  Muslim  separatists  out  of  Bihac.  When  Serb  forces  counterattacked  into  this 
UN  Safe  Area,  NATO  jets  bombed  them.  The  Serbs  retaliated  by  taking  UN  peacekeepers 
hostage  and  using  them  as  human  “shields.”  Although  the  peacekeepers  were  eventually 
released,  the  Serbs  would  repeat  this  tactic  in  1995  in  response  to  escalating  NATO 
airstrikes.  In  July,  the  situation  would  take  a  critical  turn. 

Warren  Bass  makes  an  interesting  case  that,  in  the  spring  of  1995,  Washington 
“blundered  into  boldness,”  having  unwittingly  committed  itself  to  intervention  by  approving 
Operational  Plan  (Oplan)  40104,  which  called  for  a  NATO  evacuation  force  to  assist,  should 
it  become  necessary,  the  withdrawal  of  UNPROFOR  (United  Nations  Protection  Force),  the 
UN  peacekeeping  mission  already  in  Bosnia.  Bass  argues  that 


As  the  war  worsened,  the  specter  of  Oplan  40104  loomed  larger.  The  Serb 
massacres  of  thousands  of  Muslims  in  July  1995  in  the  UN-designated  “safe  areas” 
of  Srebrenica  and  Zepa — the  worst  war  crimes  in  Europe  since  those  of  the  Nazis — 
made  UNPROFOR’s  ignominy  complete.  European  countries  participating  in 
UNPROFOR  began  warning  that  they  would  soon  pull  their  forces  out,  triggering 
what  American  policymakers  referred  to  as  the  40104  “doomsday  machine” — 
intervention  triggered  by  humiliation.5 

Meanwhile,  in  August,  Tudjman’s  Croatian  Army  launched  a  brutal  campaign  against 
Serbs  in  the  Krajina.  Within  days,  nearly  150,000  refugees  were  driven  from  land  occupied 
by  Serbs  for  hundreds  of  years.  Bosnian  Serbs  resumed  mortar  attacks  on  Sarajevo,  which 
triggered  escalated  NATO  airstrikes.  By  September,  the  Croat-Muslim  federation  controlled 
just  over  half  of  Bosnia.  More  than  250,000  people  had  been  killed  in  the  fighting  there,  and 
half  of  the  country’s  prewar  population  of  4.4  million  had  become  refugees.  Exhausted,  at 
least  temporarily,  the  sides  appeared  ready  to  negotiate  and  the  stage  for  Dayton  was  set. 

Enduring  Truths  and  the  Logic  of  Intervention 

Troops  in  the  Is*  Armored  Division  (1AD),  who  would  comprise  the  bulk  of  U.S. 
participation  in  NATO’s  Implementation  Force  (IFOR),  learned  that  they  would  likely 
deploy  to  Bosnia  in  October  1995.  Immediately,  a  seminar  was  convened  to  educate  division 
leaders  on  the  situation  in  which  they  would  soon  find  themselves.6  A  parade  of  intelligence 
officers,  scholars,  veterans  of  the  UN  effort  in  Bosnia,  and  others  were  the  primary 
instructors  in  this  crash  course.  It  is  well,  now,  to  recall  some  of  the  things  that  were  said 
then,  as  they  turned  out  to  be  absolutely  true.  There  is  no  reason  whatsoever  to  believe  that 
they  will  not  continue  to  be  so.  These  enduring  truths  included: 

♦  Among  the  Serbs,  Croats  and  Bosniaks,  the  Former  Warring  Factions,  “there  are  no 
good  guys  and  no  bad  guys.” 

♦  Before  the  war,  the  ethnic  harmony  in  Bosnian  cities  was  not  reflected  in  rural  areas. 

♦  Ethnic  problems  in  Bosnia  are  territorial  problems,  not  social  problems.7 

♦  Nationalism  is  not  rational. 8 

♦  This  was  a  war  of  warlords  and  generals;  it  was  not  a  people’s  war. 

♦  Western  politicians  simply  don’t  have  the  answer.  Even  so,  the  goal  to  minimize  conflict 
is  a  noble  one. 

♦  U.S.  security  interests  at  stake  in  Bosnia  were: 

♦  to  prevent  the  violence  in  Bosnia  from  spreading, 

♦  to  prevent  the  collapse  of  Europe’s  security  structure,  and 

♦  to  define  NATO’s  role  in  the  post-Cold  War  era. 

♦  Bosnia,  like  Humpty  Dumpty,  cannot  be  put  back  together  again. 


Dr.  William  Perry,  then  U.S.  Defense  Secretary,  echoed  this  rationale  for  NATO’s 
intervention  in  Bosnia  when  he  addressed  the  1AD  leadership  in  Bad  Kreuznach,  Germany, 
on  24  November  1995.  He  discussed  three  issues — why  we  were  getting  involved,  what  we 
were  going  to  do,  and  how  long  we  would  be  there. 

The  why,  he  explained,  was  founded  on  “iron  logic.”  He  stated  that  the  United  States 
has  vital  interests  in  Europe ,  and  that  the  war  in  Bosnia  would  threaten  Europe  (and,  by 
extension,  the  United  States)  if  it  expanded.  This  would  also  be  the  first  operation  in  years 
undertaken  to  end  a  war.  Further,  the  opportunity  to  redefine  NATO  for  the  post-Cold  War 
era  had  to  be  seized,  and  the  United  States  had  to  assume  its  rightful  leadership  role  in  that 
process.  Finally,  the  risks  to  U.S.  forces  would  be  minimized  and  the  risks  of  not  intervening 
in  Bosnia  were  even  greater. 

As  to  the  what ,  the  mission  would  be  to  implement  and  then  enforce  the  peace  to 
provide  a  secure  environment  for  nation  re-building.  Finally,  as  to  how  long  we  would  be  in 
Bosnia,  Dr.  Perry  would  commit  to  nothing  more  specific  than  “about  a  year,”  though  he  did 
expect  all  U.S.  troops  to  be  out  of  Bosnia  by  early  1997,  with  any  follow-on  peacekeeping 
operation  conducted  by  the  Europeans  themselves.  Ultimately,  however,  the  “litmus  test  of 
the  impact  of  withdrawal  on  stability,  and  concomitantly,  on  nation  rebuilding,”  would 
determine  the  duration  of  NATO’s  involvement. 

Lessons  Learned? 

As  always,  the  lessons  learned  about  a  particular  episode  depend  on  one’s  perspective. 
The  challenge  is  to  learn  the  correct  lessons.  We  seem  to  thrive  on  looking  at  the  same  set  of 
facts  and  drawing  widely  disparate  conclusions.  Domestic  political  partisanship  must  end 
where  national  security  begins.  Needed  is  focused  debate  on  this  national  security  issue  that 
contributes  to  consensus  on  and,  thereby,  implementation  of,  policy  decisions.  Although 
we’re  not  finished  in  Bosnia,  some  early  lessons  may  be  drawn.  These  lessons  are  applicable 
both  to  Bosnia  and,  very  likely,  to  future,  yet  unimagined  peace  operations. 

Peace  cannot  be  forced  on  political  leaders  or  people  who  don’t  want  it  (without 
potentially  prohibitive  investments  of  blood,  treasure  and  time).  The  failure  of  former 
warring  factions  to  take  advantage  of  the  breathing  space  they’ve  been  afforded  does  not 
automatically  constitute  NATO’s  failure.  Rather,  any  failure  may  ultimately  be  their  own. 

Self-sustaining  peace  is  more  difficult  to  achieve  if  intervention  to  stop  armed  conflict 
occurs  before  there  is  a  clear  military  decision.  Among  the  most  common  criticisms  we 
heard  in  the  early  days  of  peace  implementation  was  that  “IFOR  was  too  late,  NATO  should 
never  have  allowed  the  war  to  start  in  the  first  place,”  or  that  “NATO  arrived  too  early,  it 
didn’t  let  us  finish  the  job.”  These  dual  themes,  rhetoric  and  bluster  aside,  were  repeated 
frequently  by  military  leaders  of  all  three  of  the  ethnic  factions.  Though  the  armies  and 
people  on  all  sides  were  tired  of  fighting,  they  weren’t  ready  to  give  it  up.  Dayton  ended  the 
war  before  there  was  a  clear  military  decision — no  victor,  no  vanquished.  Durable  peace 
became  all  the  more  elusive  once  Dayton’s  details  became  widely  known.  As  a  result,  an 
armistice  condition,  rather  than  real  peace,  exists  in  Bosnia  today.  On  the  positive  side,  no 
faction  suffered  the  shame  of  total  defeat,  which  should  make  more  feasible  peace  with 
honor  for  the  sides  themselves,  should  they  choose  that  course. 


The  political  will  and  consensus  to  do  the  hard  right  over  the  easier  wrong  is  the  only 
route  to  peace  with  honor  for  intervening  nations,  regardless  of  how  noble  the 
objective.  All  along,  our  fundamental  goal  in  Bosnia  has  been  to  achieve  a  self-sustaining 
peace.  Peace  with  honor  for  the  entities  has  been  the  foundation  of  NATO’s  efforts  there.  In 
the  background,  less  obvious  but  no  less  important,  has  been  peace  with  honor  for  NATO. 
Preserving  NATO  credibility,  as  much  as  any  other  single  factor,  has  compelled  us  to  stay 
the  course  in  Bosnia.  Failure  to  achieve  a  lasting  peace  in  Bosnia,  if  that’s  the  way  it  turns 
out,  will  be  interpreted  as  failure  only  if  NATO  lacks  the  resolve  to  do  everything  necessary 
to  bring  peace  about — even  if  it  means  the  use  of  force  and  the  casualties  that  might  result.  If 
public  and  legislative  support  for  a  peace  operation  is  so  shallow  that  the  military  arm  of 
an  intervention  is  rendered  impotent  by  the  prospect  of  casualties ,  the  operation  should 
not  be  undertaken  in  the  first  place. 

There  is  no  more  room  for  half-stepping,  politically  or  militarily,  in  peace  operations  than 
there  is  in  high-intensity  combat.  In  contemplating  any  future  peace  operation,  the  credibility 
of  the  intervening  force  should  be  a  primary  consideration  across  a  spectrum  of  potential 
outcomes  that  ranges  from  success  to  failure.  Likewise,  inaction  has  a  credibility  pricetag. 
This  critical  issue  should  have  been  central  to  the  debate  over  any  possible  role  for  NATO 
ground  forces  in  Kosovo.  What  if  there  are  casualties,  even  after  unopposed  entry?  If 
casualties  would  render  this,  or  any  other  future  mission,  unsustainable,  it  should  not  be 
undertaken.10 

Peacebuilding  is  a  very  long-term  process.  Sustained  political  will  and  financial  support 
are  essential.  If  one  or  the  other  wanes,  the  mission  becomes  untenable.  These  are  political, 
not  military  decisions.  Ultimately,  the  most  important  element  of  any  strategy  is  the  political 
will  to  implement  it.  In  peace  operations,  senior  policymakers  and  heads  of  state  must  be 
committed  to  sustained,  decisive  action  over  the  duration  of  the  mission,  not  just  during  the 
periods  of  crisis. 

The  ability  to  sustain  military  involvement  in  peacekeeping  operations  depends  on 
the  international  security  environment.  Those  outside  the  military  are  only  now  coming 
to  appreciate  fully  the  cumulative  effect  of  multiple,  simultaneous  peace  operations  on 
readiness.  The  ability  to  see  a  peace  operation  through  presumes  that  there  is  no  larger,  more 
pressing  security  challenge  elsewhere.  It  is  doubtful  that  the  international  community  has 
contemplated  a  strategy  to  cope  with  an  unexpected  withdrawal  of  NATO  troops  from 
Bosnia  to  respond  to  a  crisis  elsewhere.  Along  the  same  line,  our  sustained  presence  in 
Bosnia  has  a  potentially  decisive  effect  on  what  we  are  willing  to  do  elsewhere.  The 
possibility  of  committing  NATO  ground  forces  to  Kosovo  is  an  excellent  example  of  this 
phenomenon. 

The  goals  of  a  peace  operation  often  defy  translation  into  specific,  obtainable 
military  objectives.  Despite  our  clear  and  oft-stated  preconditions  for  employing  military 
force,  we’ve  not  adhered  to  that  guidance  in  our  deployments  to  Somalia,  Haiti  or  Bosnia. 
The  Weinberger-Powell  Doctrine12,13  simply  may  not  be  applicable  to  peace  operations.  We 
have  yet  to  determine  a  new  set  of  criteria  by  which  to  judge  the  advisability  of  military 
employment  and  its  linkages  to  other  required  components  for  successful  peace  operations 
(e.g.,  the  United  Nations,  nongovernmental  organizations,  the  International  Police  Task 
Force,  etc.). 


The  International  Community,  comprising  government,  nongovernment  and  private 
volunteer  organizations,  can  be  both  ineffective  and  inefficient.  The  outstanding, 
committed  men  and  women  of  these  organizations,  in  most  cases,  lack  everything  from 
direction  and  guidance  to  an  ability  to  move  and  communicate  across  the  country  in  which 
they  are  operating.  Needed  is  a  superstructure  or  headquarters  to  tie  together  the  efforts  of 
all  these  otherwise  independent  groups.  In  military  terms,  this  superstructure  would  have  the 
responsibility,  authority  and  means  to  provide  the  command,  control,  communications  and 
information  necessary  to  integrate  and  synchronize  the  operations  of  the  international 
community.  The  already-protracted  duration  of  peace  operations  makes  international 
community  inefficacy  unacceptable.  The  diversity  of  the  military  forces  participating  in 
NATO’s  peace  operations  in  Bosnia  has  been  mitigated  by  a  single  chain  of  command.  The 
international  community  should  not  overlook  that  lesson. 

The  Way  Ahead 

Clearly,  there  was  a  critical  humanitarian  dimension  in  NATO’s  decision  to  intervene  in 
Bosnia — the  CNN  factor — as  there  was  in  Somalia  and  in  Kosovo.  It  is  equally  clear  that  this 
mission  has  had,  from  its  beginning,  at  least  as  much  to  do  with  holding  NATO  together  as  it 
did  with  the  Bosnians  themselves.  It  still  does.  NATO’s  credibility  is  on  the  line,  which 
explains  our  willingness  to  persist  in  the  mission  despite  clear  indications  that  success  may 
not  be  achievable  under  current  conditions.  The  question  becomes  then,  What  must  be  done 
to  move  substantively  toward  a  self-sustaining  peace  in  Bosnia?  We  have  three  courses  of 
action — maintain  the  status  quo,  including  indefinite  participation  of  NATO  troops;  cut  our 
losses  and  withdraw;  or  take  firm  steps  to  reshape  the  conditions  in  a  way  that  enables  the 
next  steps  toward  a  lasting  peace  to  be  taken.  The  first  option  is  untenable,  mainly  because 
sustained  public  and  legislative  support  for  the  mission  cannot  be  guaranteed.  Moreover,  we 
don’t  know  what  we  don’t  know  about  future  international  security  threats  or  crises.  The 
risk  of  a  resumption  of  hostilities  in  Bosnia,  combined  with  NATO’s  loss  of  face,  makes  the 
second  option  equally  insupportable.  We  are  left,  then,  with  the  need  for  a  concerted, 
comprehensive  effort  to  set  new  conditions  in  and  around  Bosnia  so  that  peace  may  take 
hold.  In  doing  so,  there  are  two  critical  actions  that  must  be  taken. 

Detach  Milosevic  and  Tudjman  from  Bosnia’s  peace  process.  No  peace  agreement 
stands  a  chance  of  succeeding  without  taking  whatever  steps  are  necessary  to  bring  these 
two  ultranationalists  to  heel.  Until  this  is  done,  NATO  is  merely  treating  symptoms  in  Bosnia, 
while  the  real  disease  is  in  Belgrade  and  Zagreb.  If  diplomatic  and  economic  measures  are 
insufficient  to  this  task,  military  action  is  appropriate.  Milosevic  and  Tudjman  must  either 
become  full  partners  in  Bosnia’s  peace  or  their  debilitating  influence  must  be  permanently 
diminished,  and  experience  tells  us  that  the  former  scenario  is  highly  unlikely. 

When  diplomacy  and  economic  sanctions  fail,  NATO  must  be  prepared  to  use  military 
force  to  achieve  its  political  objectives.  This  is  the  key  to  peace  with  honor.  If  we’re  not 
ready  to  use  force  to  deal  with  the  real  threats  to  regional  stability  (Tudjman  and  Milosevic, 
in  this  case),  then  we  must  reevaluate  our  definition  of  vital  interests.  Indeed,  Tudjman  and 
Milosevic  have  hindered  peace  in  Bosnia  much  as  Saddam  Hussein  has  obstructed  UN  arms 
inspectors  in  Iraq.  President  Clinton’s  decision  to  seek  alternatives  to  Saddam  should 
similarly  inform  our  policy  in  the  Balkans.  Further,  in  view  of  current  NATO  operations  in 


Kosovo,  although  the  specific  conditions  in  Bosnia  and  Kosovo  are  significantly  different,  as 
long  as  Slobodan  Milosevic  plays  a  potentially  decisive  role  in  achieving  lasting  peace  in 
both  areas,  those  two  situations  are  inextricably  linked. 

Convene  Dayton  II.  The  peace  accord  initialed  at  Dayton  in  November  1995  accomplished 
much.  Most  significantly,  it  brought  an  end  to  armed  conflict  among  the  Serbs,  Bosniaks 
and  Croats.  Without  diminishing  that  achievement,  however,  the  Accord  has  proven 
inadequate  in  bringing  real  peace  to  Bosnia.  The  Dayton  Accord  is  fundamentally,  if  not 
fatally,  flawed. 

First,  the  Bosnian  Serbs  were  never  part  of  the  Dayton  negotiations.  Yugoslav  President 
Slobodan  Milosevic  represented  their  interests  and  signed  the  Accord  on  their  behalf.  As  a 
result,  Bosnian  Serbs  feel  no  obligation  to  abide  by  the  agreement  and  have  fought  its 
implementation  at  every  turn.  (For  their  part,  so  have  the  Bosniaks  and  Croats;  see  enduring 
truth  number  one.) 

Second,  the  Dayton  Accord  stipulates  that  Bosnia  and  Herzegovina  will  continue  to  exist 
as  a  single  country  consisting  of  two  entities— the  Federation  and  the  Republika  Srpska — 
under  a  shared,  multiethnic  national-level  presidency.  This  provision  exposes  one  of 
Dayton’s  most  fundamental  weaknesses.  The  Federation,  comprised  of  Bosniaks  and 
Croats,  is  not  a  viable  political  entity.  The  wartime  Bosniak-Croat  alliance  was  based  solely 
on  the  common  Serb  threat.  Bitter  fighting  between  the  Bosniaks  and  Croats  preceded  their 
marriage  of  convenience  and  is  reflected  in  their  relations  today.  Unjustified  is  any  hope  that 
the  three  ethnic  groups,  with  a  depth  of  hatred  toward  one  another  that  is  incomprehensible 
to  most  Americans,  could  put  their  differences  aside  and  cooperate  in  a  multiethnic 
government.  No  ethnic  group  won  the  war  and,  since  the  end  of  the  fighting,  each  of  the 
three  has  been  trying  to  “win  the  peace.” 

Third,  although  the  Dayton  negotiators  didn’t  want  to  ratify  Serb  ethnic  cleansing  with 
the  creation  of  an  independent  Serb  state,  this  is,  however,  the  effect  achieved  with  the 
creation  of  the  Republika  Srpska  (see  enduring  truth  number  three).  Specifically,  the  Inter- 
Entity  Boundary  Line  (IEBL)  is  perceived  by  the  entities  as  a  “border,”  with  the  concomitant 
impression  of  “nationhood.”14  Even  more  important  is  Dayton’s  failure  to  adequately  deal 
with  the  military  forces  of  the  former  warring  factions.  Instead  of  disarming  and 
demilitarizing  the  factions,  each  was  allowed  to  maintain  “balanced  and  stable  defense  force 
levels  at  the  lowest  numbers  consistent  with  their  respective  security.”15  In  other  words, 
Dayton  allowed  the  entities  to  impose  “ voluntary  limits  on  military  manpower.”16  The  accord 
created  a  Standing  Committee  on  Military  Matters  under  the  presidency,  envisioning  an 
eventual  common  defense  policy.  The  committee  hasn’t  been  up  to  the  task.  Arguably,  with 
an  “over-the-horizon”  security  guarantee  from  NATO,  Bosnia  doesn’t  need  standing  military 
forces  to  dissuade  possible  land  grabs  by  either  Croatia  or  Serbia.  A  multiethnic  police 
force,  trained  and  equipped  in  accordance  with  internationally  recognized  standards,  is 
adequate  for  law  enforcement  and  domestic  stability. 

Finally,  the  Dayton  Accord  postponed  a  decision  on  the  extremely  contentious  issue  of 
which  entity  would  control  the  strategically  critical  city  of  Brcko,  which  sits  astride  the  three- 
mile-wide  passageway  between  the  divided  halves  of  the  Republic  of  Srpska.  Brcko  also 
provides  access  to  the  Sava  and  Danube  Rivers  and  Central  Europe.  Before  the  war  the 


city’s  population  was  comprised  mainly  of  Bosniaks  and  Croats,  but  the  Serbs  ethnically 
cleansed  it  during  the  war. 

Because  no  agreement  on  the  “ownership”  of  Brcko  could  be  achieved  at  Dayton,  the 
issue  was  handed  to  an  Arbitral  Tribunal,  led  by  American  attorney  Roberts  Owen.  Serbs 
and  Bosniaks  alike  have  consistently  threatened  the  resumption  of  hostilities  if  the  decision 
didn’t  go  in  their  favor,  and  a  final  decision  on  the  city  had  been  postponed  until  March  5, 
1999. 

That  decision,  really  the  only  one  practical,  established  Brcko  as  a  special  autonomous 
district  with  a  single  multiethnic  local  government.  The  newly  created  Brcko  district,  which 
has  been  under  Serb  control  since  fighting  stopped  in  1995,  is  also  to  be  demilitarized,  and 
implementation  of  the  Dayton  Accord  will  remain  the  responsibility  of  an  international 
supervisor,  currently  retired  U.S.  Ambassador  Robert  Farrand.17 

In  announcing  this  decision  on  Brcko,  it  was  made  clear  that  the  severe,  consistent  anti- 
Dayton  policies  and  actions  of  Bosnian  Serb  President  Nikolai  Poplasen,  a  Milosevic 
protege,  precluded  a  decision  to  give  exclusive  control  of  Brcko  to  the  Serbs.  High 
Representative  Carlos  Westendorp18  simultaneously  dismissed  Poplasen  from  office. 
Moreover,  citing  the  Federation’s  continuing  resistance  to  implementing  the  Dayton 
Accords,  it  was  also  made  explicitly  clear  that  “if  there  should  be  serious  noncompliance  or 
a  gross  pattern  of  misbehavior  by  one  entity  or  the  other,  [Brcko]  could  move  from  being  a 
special  district  with  condominium  sovereignty  to  being  part  of  the  other  entity  entirely.”19 

In  short,  the  Brcko  decision  was  a  clear  slap  at  Milosevic  and  anti-Dayton  Bosnian  Serb 
hard-liners.  It  remains  to  be  seen  what  impact  this  decision  will  have  on  both  politics  in 
Bosnia  and,  in  broader  terms,  ongoing  negotiations  over  Kosovo.  In  effect,  however,  Brcko 
has  now  formally  become  a  microcosm  of  the  overall  challenges  of  implementing  multiethnic 
rule  in  the  country. 

With  nearly  four  years  of  experience  to  draw  from,  it  is  time  for  Dayton  II — free  of 
influence  from  either  Milosevic  or  Tudjman  and,  this  time,  with  Bosnian  Serbs  at  the  table. 
Each  ethnic  group  must  have  an  equal  stake  in  Bosnia’s  future  and  commensurate 
responsibility  for  it.  Dayton  II  would  also  include  appropriate  members  of  the  international 
community.  At  a  minimum,  the  result  of  Dayton  II  would  be  a  fresh  affirmation  by  each 
participant  of  its  commitment  to  implement  the  Accord.  It  would  also  fix  clearly  the 
responsibilities  of  all  parties,  address  the  most  contentious  issues  in  identifying  concrete 
steps  to  a  durable  peace,  and  outline  associated  implementation  timelines.  For  its  part, 
NATO  should  insist  on  agreement  by  the  three  sides,  but  not  necessarily  the  terms  of  the 
agreement.  The  Serbs,  Bosniaks  and  Croats  themselves  must  be  compelled  to  identify  areas 
of  practical  compromise — a  modus  vivendi.  The  key  issues  to  be  readdressed  at  Dayton  II 
must  include: 

♦  a  commitment  to  implement  the  Brcko  decision. 

♦  a  genuine  commitment  by  all  three  ethnic  groups  to  enable  the  return  of  refugees  to  their 

homes,  including  the  return  of  an  agreed  number  of  Serbs  to  Croatia. 

♦  a  single  constitution  for  the  country. 


♦  a  genuine  acceptance  by  the  entities  of  the  rule  of  law  and  their  responsibility  to  provide 
a  safe,  secure  environment  for  nation  rebuilding.  This  includes  a  commitment  to  a 
multiethnic  police  force  that  operates  in  accordance  with  internationally  accepted  law 
enforcement  standards.  Indeed,  combined  with  sufficient  economic  reconstruction  to 
discourage  a  resumption  of  armed  conflict,  this  is  the  key  to  the  withdrawal  of  NATO 
troops  from  Bosnia. 

♦  a  commitment  to  move  ahead  with  accountability  for  war  criminals,  particularly  former 
Bosnian  Serb  leaders  Radovan  Karadzic  and  Ratko  Mladic,  as  these  are  the  two 
indictees  who  really  matter  in  terms  of  Dayton. 

♦  a  blueprint  for  a  single  national  military.  An  even  better  alternative  to  a  single  national 
military,  which  is  too  loosely  defined  by  the  Dayton  Accord,  would  be  disarmament  and 
demilitarization — a  removal  of  the  means  to  wage  war.  Every  dollar  spent  on  sustaining 
the  militaries  is  lost  to  economic  and  social  reconstruction  programs. 

♦  a  viable  plan  for  equitable  economic  reconstruction.  In  the  end,  economic  incentive  may 
be  the  most  compelling  reason  for  the  three  ethnic  groups  not  to  resume  fighting,  as  well 
as  the  key  to  the  process  of  real  social  reconciliation. 

Before  reopening  Dayton  negotiations,  we  should  keep  firmly  in  mind  that,  given  the 
enormous  contrast  in  frames  of  reference,  there  are  significant  differences  among  the  goals 
of  the  three  ethnic  groups  and  what  we  in  the  West  would  want  for  them.  A  genuine 
agreement  among  the  Serbs,  Bosniaks  and  Croats  on  any  issue,  however,  is  better  than  a 
solution  imposed  by  the  West.  Indeed,  the  matters  on  the  table  are  Bosnian  issues  that 
demand  Bosnian  solutions  (see  enduring  truth  number  four).  Again,  we  should  compel 
agreement  among  the  sides,  including  the  implementation  requirements  and  timelines,  but 
not  necessarily  the  terms  of  agreements  themselves ,  even  if  they  fall  short  of  our 
expectations  for  the  country.  A  less-than-desirable  agreement  is  preferable  to  either  the 
resumption  of  hostilities  or  an  open-ended  commitment  of  NATO  troops. 

To  move  the  peace  process  ahead,  the  contact  group20  must  devise  a  strategy  both  to 
compel  agreement  and  enforce  the  conditions  and  timelines  required  to  implement  that 
agreement.  Equally  important  is  the  political  will  to  implement  the  strategy,  which  should 
resemble  a  “carrot  and  stick”  approach  applied  with  surgical  precision.  The  critical  elements 
of  such  a  strategy  might  include  economic  aid  as  the  carrot  and  dismantlement  of  the  military 
as  the  stick.  In  any  event,  the  strategy  must  contain  clear,  direct  linkages  to  measurable 
progress  toward  implementation  goals  and  timelines,  and  be  practiced  with  due  alacrity  and 
utter  objectivity.  Again,  most  important  is  the  political  will  to  implement  the  strategy.  If  the 
Bosnia  problem  is  important  to  solve,  it  demands  as  high  a  level  of  attention  by  heads  of 
state  in  quasi-peace  as  it  received  in  war. 

It  is  no  accident  that  the  issues  outlined  above  also  comprise  most  of  the  elements  of 
NATO’s  exit  strategy.  Realistically,  Dayton  II  will  also  likely  fall  short  of  achieving  our 
ultimate  goals  in  Bosnia,  but  it  is  necessary  now  to  move  the  peace  process  forward. 
Eventually,  a  Dayton  III  or  even  IV  may  be  required.  Peace  in  Bosnia  is  a  process,  not  an 
event.  Nevertheless,  each  real  step  forward  allows  us  to  reassess  and  refine  the  requirement 
for  NATO  troops  there. 


Epilogue 

In  sum,  our  efforts  in  Bosnia  to  date  have  done  great  good.  The  fighting  has  stopped, 
much  of  the  physical  war  damage  has  been  repaired,  children  are  back  in  schools,  and 
farmers  are  back  in  the  fields.  Nevertheless,  regardless  of  how  noble,  these  are  superficial 
achievements.  What  exists  now  is  the  “absence  of  war,”  an  armistice,  which  is  quite  different 
from  real  peace.  The  psychological  scars  of  the  war  remain  fresh — hardly  a  family  was 
untouched,  either  by  the  loss  of  a  home  or  loved  ones,  or  both.  The  ethnic  groups  still  refer 
to  one  another  pejoratively  as  Chetniks  (Serbs),  Ustasha  (Croats),  and  Turks  (Bosniaks), 
anachronisms  from  World  War  II  and  earlier.  It  will  take  generations  for  the  hatreds  to 
subside  and,  arguably,  the  historical  wounds  will  never  truly  heal.  It  is  unlikely  that  Western 
patience  will  outlast  ethnic  animosity;  it  is  now  time  to  move  toward  a  peace  the  Bosnians 
themselves  define,  even  if  it  appears  unpalatable  by  Western  standards. 

The  disruptive,  counterproductive  influence  of  neighboring  Presidents  Tudjman  and 
Milosevic  must  be  negated,  one  way  or  another.  Dayton  II  should  be  convened  to  revitalize 
and  reaffirm  the  peace  process  begun  by  the  Dayton  Accords.  These  two  actions,  in  full 
view  of  a  now  first-hand  understanding  of  Bosnia’s  “enduring  truths”  and  our  three-plus 
years  of  peacemaking  experience  there  would  be  positive  steps  toward  self-sustaining  peace 
and,  ultimately,  the  SFOR’s  withdrawal. 

We  have  learned  that  many  aspects  of  complex  emergencies  may  not  be  best 
addressed  through  military  measures.  Furthermore,  given  the  level  of  U.S.  interests 
at  stake  in  most  of  these  situations,  we  recognize  that  U.S.  forces  should  not  be 
deployed  in  an  operation  indefinitely. 

—  Presidential  Decision  Directive  56  White  Paper,  May  1997 
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7.  Truth  be  told,  this  is  an  oversimplification.  The  problems  in  Bosnia  are  a  volatile 
combination  of  territory,  ethnicity,  religion  and  history. 

8.  This  appearance  of  “irrationality”  is  caused  by  the  vast  disparity  among  the  three  sides’ 
frames  of  reference,  and  is  compounded  by  the  differences  in  the  frames  of  reference 
between  them  and  the  West. 

9.  This  paper  was  written  prior  to  NATO’s  intervention  in  Kosovo.  Lessons  learned  in 
Bosnia,  as  it  turns  out,  have  been  equally  applicable  to  that  area  as  the  Alliance  expands 
its  involvement  in  the  Balkans. 

10.  Any  debate  over  a  possible  ground  invasion  into  Kosovo  was  truncated  by  the 
President’s  public  “decision”  not  to  consider  that  option.  In  retrospect,  there  appears  to 
be  a  consensus  that  ruling  out  a  ground  option  was  unwise  and  probably  prolonged  the 
air  campaign.  Indeed,  another  emerging  “lesson  learned”  from  Kosovo  is  that  airstrikes 


against  Milosevic’s  troops  in  Kosovo  were  ineffective  until  the  Kosovo  Liberation  Army 
(KLA)  launched  its  ground  offensive  on  26  May  1999.  Now,  however,  the  real 
effectiveness  of  the  KLA’s  efforts,  and  the  concomitant  destruction  of  Milosevic’s 
formations  by  NATO  air  forces,  have  become  a  subject  of  considerable  controversy.  In 
the  end,  the  real  lesson  of  this  phase  of  the  conflict  may  be  that  professional, 
sophisticated  air  forces  must  work  with  professional,  properly  equipped,  well-trained 
ground  forces  to  achieve  real  effectiveness  and  synergy  in  joint  and  combined 
operations.  These  “debates”  have  taken  the  focus  off  of  the  President’s  original  decision 
to  forsake  a  ground  campaign.  Assuming  the  Serb  Army  fought  with  more  intensity  than 
its  Iraqi  counterparts  in  1991,  an  invasion  likely  would  have  been  costly  in  terms  of 
casualties — and  the  support  of  neither  Congress  nor  the  American  people  could  be 
assured  as  the  administration  groped  to  justify  NATO’s  military  intervention  in  a 
sovereign  country.  (Milosevic  did  NATO  leaders  a  favor  when  he  intensified  his  ethnic 
cleansing  campaign  against  Kosovar  Albanians,  allowing  NATO  heads  of  state  to  use  the 
“human  factor”  to  muster  public  support  for  a  military  intervention  already  underway.) 
Moreover,  serious  pursuit  of  a  NATO  ground  campaign  may  well  have  fractured  the 
alliance,  a  potential  cost  the  U.S.  administration  was  unwilling  to  risk.  Time  will 
ultimately  judge  the  wisdom  of  NATO’s  engagement  in  Kosovo.  Once  again,  however, 
NATO  troops  are  left  trying  to  win  peace,  this  time  without  even  the  pretense  of  a  peace 
accord  between  the  still-warring  sides.  Most  important,  at  the  beginning  of  this  open- 
ended  operation,  the  lesson  of  “sustainable  political  will”  has  been  ignored.  There  is  no 
consensus,  either  in  the  United  States  or  in  NATO,  on  how  much  blood,  treasure  or  time 
Americans  or  their  allies  are  willing  to  invest  to  achieve  their  political  ends.  We  would 
hope  for  the  best,  but  “hope”  is  a  poor  course  of  action  and  no  source  of  optimism. 

11.  The  military  campaign  in  Yugoslavia  was,  for  the  U.S.  Air  Force,  extremely  resource 
intensive,  resembling  the  level  of  intensity  one  would  expect  in  a  Major  Theater  War 
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17.  Because  of  the  contentious  nature  of  the  Brcko  issue  and  repeated  violations  of  the 
Dayton  Accord,  the  International  Supervisor  was  created  under  the  Office  of  the  High 
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in  policy  formulation  for  the  Balkans. 
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